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1.0

Background, motivation and statement of the
proposed problem

1.1

Trends and vision

With the introduction of 1P based tel ephony services, the Internet has started to chal-
lenge the traditional PSTN networks as an infrastructure for providing real -time interac-
tive services. This upcoming paradigm shift is not only driven by the desire to provide
cost efficient solutions, but by basing the communication on |P we expect that the end-
userswill experience a greater set of attractive services over a single connection com-
pared to what is provided by a PSTN today.

Looking alittle further ahead, mobile communication systemswill also become IP
based. Companies, universities and private persons have started to extend their local
area networks to provide wireless access by attaching wirel ess access points (APs) to
their LAN. Wireless ISPs (WISPs) are putting up wireless LAN (WLAN) APsat public
hot spots, thereby providing a complement or even a competitive aternative to the wire-
less WANs (WWANSs) being developed and deployed today. As more and more people
start to communicate using WLAN access, they will naturally wish to use thisinfra-
structure for interactive rea -time applications, such as mobile telephony. Thus, we can
expect that there is a need to provide terminal mobility, even in a heterogeneous access
network environment, where the heterogeneity both in terms of operators and wireless
technologies, while IP (v4 or v6) constitutes the common platform.

But with the desire to use the Internet as a basis for mobile telephony comes the chal-
lenge to provide thisin away that meets the expectations from the users as well as the
providers. Just as with ordinary | P telephony, the problem of providing an acceptable
level of quality in a packet based network hasto be faced. But in addition to thisthereis

1of21



Background, motivation and statement of the proposed problem

a set of issues that are specific to the use of wireless access and mobility support. The
user (or more specifically, the user’s terminal) should be able to make a handover
between different APswithout |osing ongoing communication sessions. These han-
dovers should be possible not only within a single operator’s network, but also between
different operators based on roaming agreements. To provide coverage even outside the
urban hot-spots, handovers could a so occur between WLAN and WWAN networks.
Whileit isimportant that these handovers are performed without unacceptable disrup-
tion of ongoing communication sessions, it is aso important for both the users and the
operators that access control is performed in a secure manner to enable support for ser-
vices such as accounting and to avoid misuse of the system. Other properties of wireless
and mobile networks that add to the difficulty of providing real-time services are, e.g.,
the non-optimal routing commonly present in these systems, and higher variation in
delay characteristics due to handover as well as the usage of contention based medium
access control in some wireless link technologies.

Some of the assumptions | am explicitly making are listed bel ow:

* Therewill be aneed for authentication, authorization and accounting (AAA[1]) ser-
vices in these types of networks.

* Authentication per packet may be necessary at link level in the access network,
while privacy may only be needed at higher layers.

* A user should be able to continue ongoing sessions after a handover, at least for
those real-time applications that | am considering (see section 2.3)

* Therewill be aneed to provide fast handover support in WLANS (such support
aready exists within WWANS)

* Inurban areasthere will be full WLAN coverage, however, geographically adjacent
APswill commonly be attached to different operators. To enable mobile users to
keep WLAN connectivity while moving within these areas, these networks must be
open for other operator’s customers, e.g, by establishing roaming agreements.

* [P (in particular IPv6) will be used end-to-end. | will therefore ignore voice gate-
ways to PSTNs and no transcoding of the voice data will be done along the path
from the source to the receiver.

* In order to accomplish satisfactory AAA and privacy services, the existence of a
Public Key Infrastructure (PK1) is assumed.

* |EEE 802.11 will be successful also for voice services (without resource reservation
and without requiring the Point Coordination Function (PCF), see section 2.1.1)
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1.2

Problem of concern

The main goal for this thesis study will be to achieve fast and secure handovers for
mobile Internet users who are utilizing real-time services such as mobile telephony. An
additional requirement is that the end-to-end delay for these services should be
bounded, except perhapsjust before, during, and just after a handover.

It should be noted there is ongoing work within several organizations and research
groups concerning different aspects of this topic. That related work will be covered fur-
ther in next chapter, however, to explain the contribution of thisthesis study a brief
summary is given here as well. There has been research regarding the capability of the
IEEE 802.11 PHY and MAC layersto carry voice traffic (see section 2.4), thereis ongo-
ing standardization work to introduce AAA services at both layer 2 and layer 3 to enable
secure access, roaming and hilling (see section 2.1 and 2.2). To improve handover per-
formance there are groups looking at context transfer both at layer 2 and 3, but possibly
also at higher layers, based on the idea that handover latency will be reduced if context
state (encryption keys, header compression, etc.) can be transferred instead of being re-
negotiated when a mobile station (STA) moves (see section 2.1 and 2.2). Thereisalso
ongoing work to improve IP layer handover as well as work on adaptive applications
(see section 2.2 and 2.3).

Although there remains work to be done within each of these sub-areas, thereislittle or
no co-ordination between these efforts. Thus, the main contribution of this dissertation
will be to take a broader approach to the problemin order to see the big picture,
describe the different components involved and how they affect each other, and suggest
solutions to optimize the overall performance where possible.
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2.0

Previous work in this and related areas (literature
review)

Thetask of achieving low handover and bounded end-to-end delay for real-time internet
services could be viewed as consisting of three sub-areas: link (L2), network (L 3), and
higher layer issues. Figure 1 below can be used to illustrate how these sub-areas are
related.

FIGURE 1.
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A STA performing handover first within a subnet and then across subnet borders
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When a handover is made within an | P subnet, a STA is ableto keep its | P address and
no layer 3 mechanisms need to be involved. It should be noted that higher layer mecha-
nisms, such as audio playout buffer schemes, may react on alayer 2 handover. The
higher layer protocols may have to deal with the consequences of the layer 2 handover
itself (loss of packets, etc.), but also because the traffic situation within the cell of the
new AP may vary vastly from the situation within the previous cell. A handover that is
made across | P subnet borders (shifting from one access router (AR) to another) will
have to deal with layer 3 issues, in addition to the layer 2 and the higher layer mecha
nism for the layer 2 handover.

As mentioned in the previous section related work has been done concerning each of the
different sub-areas of the problem; however, work that deals with the bigger picture and
looks at the overall performance israre. In this section an introduction to the relevant
research within each of the different sub-areas are covered in sections 2.1-2.3. Section
2.4 covers work that spans over these sub-area borders.

Link layers

Traditionally wireless access technologies have been classified as wireless WAN
(WWAN) or wireless LAN (WLAN) technologies depending on the coverage area of
the radio cells. Within this study we will limit our attention to some of the WLAN and
WWAN technologies, that we think are the most important for the services we antici-
pate. Within the WLAN market the |EEE 802.11[2] technology (in particular 802.11b)

4 of 21

Thesis proposal: Supporting real-time services to mobile Internet hosts



Previous work in this and related areas (literature review)

211

has gained a tremendous market size, and newer 802.11 technologies (802.11a and
802.119) are expected to reach an even higher penetration in future wireless networks.
A competitor to 802.11ais HyperLAN/2 standardized by ETSI. Both 802.11a and
HyperL AN/2 work in the 56GHz band and operate at greater data rates than what is cur-
rently available in the 2.4 GHz band. Their major (technical) difference concerns their
channel structure and access control of the medium. HyperLAN/2 isbased on TDMA
and resource reservation, while 802.11ais using the 802.11 medium access control and
frame structure. In the following sections the focus will be on 802.11, since one of the
assumptions | make is that 802.11 will become successful in carrying voice traffic.

IEEE 802.11 Today

To see how well |EEE 802.11 is suited to carry mobile I P telephony we areinterested in
both the handover procedure and its associated delay, as well as the delay properties
once a STA isattached to an AP,

Regarding the delay, it is interesting to note that 802.11 defines two medium access
schemes: the distributed co-ordination function (DCF) which can be referred to asa
“wireless Ethernet” and the point co-ordination function (PCF) where the AP pollsthe
STAs. The intention for defining the PCF mode was to support voice services[ 3], how-
ever, no AP currently on the market supports PCF. Aswill be described in section 2.4
there are some analytical and simulation studies regarding voice services over PCF, and
the result is not very promising. DCF is a contention based scheme using CSMA/CA.
The delay includes both deterministic components which depend on: current data rates,
packet size, and whether WEP encryption is enabled or not (processing delay), but it
also contains a random delay component inherent in contention based schemes. In [10]
it is shown how the forwarding delay over a802.11 AP can be modeled as asingle
server single queue system, based on measurements on two different 802.11b APs of a
common vendor (Lucent). It is worth noting that the service time for the downlink was
significantly higher than for the uplink (in the order of 1 millisecond and 200 microsec-
onds respectively for a 64 byte packet; with WEP not in use).

The |EEE 802.11 standard[2] describes the messages exchanged when a STA performs
a handover between two APswithin the same extended service set (ESS), i.e., are-asso-
ciating; however, little work has been published regarding the handover performancein
real networkg 11]. When performing a handover, a STA must first authenticate to the
new AP, and upon successful authentication it can issue a re-association message
exchange. Note that at the link layer, a STA isonly allowed to be associated with one
AP at the time, thus it must disassociate with its old AP before associating with the new
AP. Asmentioned in [2], the authentication process can be time consuming (depending
on the authentication protocol in use) and in order to improve handover performance the
STA isalowed to authenticate to a new AP while still being associated with the old AP
(pre-authentication). A somewhat simplified picture of the procedure is presented in
figure 2 below.

Thesis proposal: Supporting real-time services to mobile Internet hosts 50f21



Previous work in this and related areas (literature review)

FIGURE 2.
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Figure 2 does not show all the details that affect the handover delay, e.g., messages for
scanning for candidate APs, additional control messages (RTS, CTS, ACK) and do not
show all messages between the STA and the new AP if shared key authentication is
used. Nevertheless, the figure is useful when discussing handover delay. As shown in
figure 2, the STA is able to pre-authenticate to anew AP while still being associated
withitsold AP, i.e., it can perform the authentication message exchange before sending
a disassociation notification to itsold AP. It would be interesting to check whether cur-
rent implementations use pre-authentication and to see how that affects the handover
delay, e.g., it would be of interest to see whether packets being delivered to the STA dur-
ing pre-authentication or AP scanning are lost or delayed. It would also be of interest to
verify the order of the messages as shown in figure 2, since asimilar figurein [15 (p.8)]
seemsto indicate that even the association request and response message are left out of
the critical path.

And as mentioned above, 802.11 defines a shared key authentication method based on
the WEP a gorithm, which may a so affect the handover delay. Other proprietary access
control mechanisms exist, such as storing lists of allowed MAC addressesin the APs or
inacentral (RADIUS[14]) server. WEP is also used for message encryption and integ-
rity checking. WEP only adds 4 bytes overhead per packet; however, the per byte per
packet processing increases, which may have a non-negligible affect on the end-to-end
delay. What isworse isthat WEP has some well-known security design flawsand it also
lacks a mechanism for dynamic key distribution, which makes it unsuitable for AAA
usage aswell asameansto achieve privacy [6,7,8]. Therefore, initiatives has been taken
both to improve and to replace WEP. The latter choice will be covered in the next sec-
tion.

802.11, Future trends

To remedy the problems of WEP, the 802.11 Task Group | (Tgi) was given the task to
define the integration/adaptation of 802.1X[9] (Network Access Port Authentication)
with 802.11. 802.1X was devel oped to enable access control on public network ports. A
port could be a physical port such as a port on an Ethernet switch, but could also be a
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logical port such as an 802.11 association. 802.1X enables a supplicant (the STA) and
an authenticator (residing in the AP) to dynamically establish a shared secret by invok-
ing athird party (the authentication server), usualy with the extensible authentication
protocol (EAP)[12] over RADIUS. EAP isnot an encryption protocol itself, but it
enables the involved parties to negotiate what security protocol to use (AES[13] isa
good candidate and is likely to implemented in many products). This makes 802.1X an
enabler for roaming, mapping of STA/AP associationsto VPNs or VLANS, authentica-
tion and/or encryption of messages. By these features 802.1X provides good support for
sharing of APs by multiple operators. There are still some security considerations for
using 802.1X in and 802.11 environment[16,17], but the 802.11 Tgi is still working on
these issues.

Theintroduction of 802.1X has some affect on the handover latency. First, it will not be
possible to pre-authenticate (although aproposal of how to accomplish thiswas recently
released[18]). The 802.1X frames are exchanged after a STA has been associated with
an AP and since a STA isnot allowed to be associated with multiple APs this exchange
will bein the critical path. To establish the shared key between the AP and the STA this
may even involve contacting a possibly distant entity (the authentication server).

In order improve handover performance the IEEE 802.11 Task group f (Tgf) is develop-
ing an inter-access point protocol (IAPP). A draft proposal[19] produced in spring 2001
was rejected at balloting, but there is ongoing work to come up with a new proposd. In
the rejected draft, when a STA reassociates with an AP, the new AP will contact the old
AP, requesting it to forward any stored context information about the STA. In particul ar,
shared keys dynamically created by use of 802.1X could be transferred (when WEP is
used this support is not needed[15]). The basic ideais that if context can be transferred
instead of negotiated the handover delay could be reduced. But the transfer of context
will require trust, and checking this will add to the delay. Quantifying the effect of con-
text transfer versus re-negotiation would be of interest. Another issue of interest for the
handover delay isthat the |AAP specifies mechanisms of how to enforce the require-
ment that a STA can only be associated with one AP at atime.

The IAAP does not assume that all APsin an ESS are located within the same LAN.
The IAAP protocol runs on top of UDP/IP, thus each AP is required to have an IP

address’. Unfortunately |AAP is becoming more complex, the rejected draft includes
the use of aregistration service instead of making this a peer-to-peer protocol between
the APs. Onereason that aregistration server isneeded isto help an AP to resolve the IP
address of an “old” AP when only the MAC address of that AP is known. Even if areg-
istration server is useful, organizations may be unwilling to introduce yet another server
in their network, which in the end may limit the success for the | APP protocol. |APP as
formulated in the draft was designed so that APs use | Pv4 address of acommon address
space, i.e.,, how to handle IPv6 or deal with NAT gateways were not specified. These
and other issues regarding the use of IAPP and 802.1X together with 802.11 are dis-
cussed in [20].

1. This|P address could bein a private |P address space, just as most routers/bridges within an
ISP are.
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2.1.3

2.2

WWAN

L 2 handover within wireless LAN is handled within the cellular system and is not dealt
with within this dissertation. What is of interest for me isto understand matters concern-
ing the L3 handovers such as the establishment and tear down of WWAN connections.
In addition to that the authentication and sending time lines for GSM (data channel) and
GPRS should be studied to evaluate their ability to handle IP telephony. Third genera-
tion WWAN systems, such as UMTS and CDMA 2000, will not be covered within this
dissertation.

IP layer mobility

When companies and universities provideswireless LAN access to their employees, the
APs are commonly hooked up on the same LAN. In such networks, a STA can com-
monly roam within a geographical area (such as a campus) while only performing layer-
2 handovers. However, there are situations when a STA after a handover ends up on
another subnet. One example would be if a STA moves within urban areas where differ-
ent house owners, companies or ordinary operators have deployed WLAN access, but
no-one provides full coverage. Another case would be if STA is moving in and out of
areaswith WLAN coverage, thus switching between WLAN and WWAN access. There
may also be cases where roaming between A Ps belonging to the same operators may
result in alayer-3 handover, since operators may of various reason like to subnet their
network. When a handover is performed between | P subnets, routing as well as
AAA[22] and context transfer issues may affect the end-to-end and handover delay.

The routing issues relates to the need for a STA to acquire anew care-of 1P address
when attaching to a new subnet. The downstream and upstream packet flows must be
redirected, and meanwhile packets may belost. Furthermore, in many | P based mobility
schemes the data packets traverse anon-optimal path viaa*home network”, which adds
to the end-to-end delay. In my licentiate thesis | have looked at how the mechanisms of
acquiring acare-of |P addressaswell asthe how the characteristics of different |P based
mobility schemes affect the handover and end-to-end delay[24]. There is aso ongoing
work within IETF Mobile IP (MIP) working group[25] for enhancing layer-3 han-

dovers[26,271,28]. It should be noted that some of those suggestions rely on specific
layer-2 support in order to perform well, however, it is not within the scope of those
suggestions to specify how (and if) these layer-2 requirements could be fulfilled. There
have also been studies of how to use MIP to handle handover between GPRS and
WLAN networks[29, 30].

Depending on how the access control isimplemented, a STA may have to take addi-
tional AAA related actions when moving to anew IP subnet. There are two different
issues of concern: thefirst isto make sure that the routing redirection signalling, i.e., the
binding updates, is performed in both a scalable and a secure way, and the second is to
deal with the access control mechanism (above layer 2) in operation within at the new
subnet. Regarding the former case, | am co-advising aM Sc. degree project evaluating
different proposals suggested within the IETF. Regarding the second issue, it should be
noted that the handover delay can be affected by higher layer AAA solutions; today itis
popular to use web-based login applications to enforce access control[23,31]. The two

1. Thisdraft was an individual submission and not made within the Mobile IP WG track.
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2.3

231

most significant advantages of using web-based login are that the procedure issimple
enough for an ordinary user to get started and that no additional software needsto be
installed on the client (a web client with support for HTTPS is usually sufficient). How-
ever, web-based login requires the user to manually enter login name and password, and
doing that each time a user moves to a new subnet would not be acceptable for mobile
telephony. Anyhow, web-based login is likely to exist for along period of time in most
WISP networks, so solutions to handle access control for mobile telephony will have to
co-exist with web-based login methods. They could either be independent alternatives,
but there might also be a possibility to make partly integrate them. e.g., you could have
acommon server interface, but use either an ordinary web interface or some script at the
client to send the data automatically and thereby avoi ding unwanted manual interaction.
Security would be an issue, and knowing when to trigger such ascript to run and how to
adapt it to the proprietary web-login systems used by different operators would be a
tricky (but probably feasible) task.

The IETF Seamoby working group[32] is investigating different ways to improve han-
dover performance by transfer of layer 3 (or higher) context information. The basic idea
isthe same asfor the IAAP protocol; if context can be transferred instead of negotiated
the handover delay could be reduced. Examples of layer 3 context could be information
related AAA, QoS and header compression[34]. The Seamoby group is aso looking at
the mechanisms of how to transfer such context information, e.g., they are looking at
suitable waysto discover candidate access routers (CARS) in advance of a handover[33]
and the design of the protocol to be used between geographically adjacent access routers
(GAARS)[35]. What context parameters to transfer and how to represent them remains
to be standardized, but it would clearly be of interest to evaluate and quantify the possi-
ble benefit of transferring context versus re-negotiation.

Higher layers

At the link and network layerswe are interested in the mechanisms that affect the han-
dover or end-to-end delay, while at higher layers we are mainly concerned with the
applications that have to deal with the resulting connectivity. In my dissertation | will
focus on real-time services and in particular telephony services (Vol P).

Telephony services in packet in IP networks

To provide telephony servicesin an IP network two main alternatives exist, H.323[37]
and SIP[36]. SIP isasignalling protocol used to initiate sessions which then exchange
variousforms of content, although here we are mostly interested in using SIP to manage
voice calls. A good overview of SIP and the other involved protocols (SDP, RTP etc.)
aregivenin [38].

To cope with the variation in end-to-end delay in a packet network, the end-system uses
aplayout buffer where packets are kept until acertain playout time. Packets that are
received in time can be playout in atimely manner while packets that arrive after the
playout point are considered lost. The playout point is set with respect to estimated end-
to-end delay and variation. Thereis a trade-off when setting the playout delay between
packet loss due to late arrival and decreased user quality due to additional delay. There-
fore, it may be advantageous to adapt the playout point to changes in delay and delay
variation conditions [39,40,41]. Adaptive playout algorithms commonly use afix play-
out point for each talk spurt, and the adapt the playout point by extending or reducing
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2.3.2

2.4

241

the silence periods between the talk spurts. [39] gives a comparison of different algo-
rithmsand an algorithm suitable to handle delay spikesis presented. While performing a
handover, the delay and delay variation characteristics may change as a*“ step function”,
and it remains to be tested if that proposed algorithm works fine for this case as well,
and to find out how fast the algorithm converges.

The user perceived quality is aso dependent on the encoding scheme in use (e.g., the
packetization delay at the sender adds to the end-to-end delay) and even the CODEC in
use (e.g., some codecs may cope better with packet loss than others). Thus, it may be
advantageous to shift to another audio encoding scheme depending on the current net-

work conditions. [42] presents aformulal for the total user perceived quality, which
could be used to state what combination of buffer delay, encoding scheme, encoder, etc.
to use under given conditions.

The processing at the end-nodes and its effect on the end-to-end delay should not be
neglected. [41] shows how important efficient end-system application implementation
and operating system support are for the end-resullt.

Other applications affected by handover

There are other real-time services which depend on high performance handovers, e.g.,
(interactive) video applications and virtual reaity games for mobile users. Just as for
voice, video datais buffered at the receiver to cope with the delay jitter caused by the
network. Video applications differ from voice applications in the sense that the amount
of dataislarger. To achieve synchronous voice and audio during avideo conference the
same playout timer should be used for both the video an the audio stream. In general it
ismore important for a user that the audio samples are played out timely than for the
video frames to be displayed timely. If video packets are lost due to handover, or
dropped due to late arrival, the previous frame could be displayed again.

In virtual reality games the involved players exchange event data. L oss of data could be
problem, sinceit would lead inconsistent state at the sites for the different players, how-
ever, virtua reality applications are generally designed to cope with that.

Cross-topic research

In the previous section the different system components were presented together with
ongoing advances within each of thesetopics. In this section relevant research that looks
at abigger pictureis presented.

Telephony over WLAN

Asmentioned in section 2.1.1, 802.11 & so has polling based MAC scheme (PCF)
intended to serve real-time applications such as telephony|[ 3]. However, PCF has not
been well received by the AP vendors and PCF is not used today except in some special
products. One of the problems with the PCF mode is that the 802.11 does not define
how to use it, so development of compatible productsis difficult. Another problem is
that PCF despite its intention to serve telephony services may not be suitable for this
purpose. There have been some simulation studies of the use of PCF for telephony [4,3],

1. Their formulaisabased on the ITU E-model[43] with some simplificationsin order to make
the calculations less processing intense.
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2.4.3
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but their results, e.g. regarding delay bounds, doesin my opinion not talk in favor of
PCF for telephony. The |EEE 802.11 Task Group E (Tge) are working on developments
in this area, and the outcome may be a new MAC scheme known as the enhanced dis-
tributed coordination function (EDCF). [5] presents a simulation study comparing a
draft EDCF proposal with PCF and two other interesting MA C schemes, and showsthat
EDCEF is an improvement upon PCF.

However, it is questionable if service differentiation within 802.11 isthe right way to
go. It isworth noting that Symbol Technology aready provides a voice handset for
802.11[44].

Handover and playout buffer adaptation

As mentioned in section 2.3.1 there has there has been studies of how different buffer
adaptation algorithms are able to handle delay spikes[39], but it remains to be studied
whether these algorithms are also able to cope with “step” changesin delay characteris-
tics and how fast they then can converge.

[46] deals resource reservation in 802.11 networks, but also looks adaptive playout
buffer schemes from the handover perspective. The study has a quite limited scope and
isnot very thorough in this respect, e.g., everything except the delay involved for estab-
lishing resource reservationsignored.

General Mobile VoIP research

There have been some genera studies on providing Vol P for mobile users, e.g.
[38,45,47]. These studies gives agood overview of the protocolsinvolved and the issues
to deal with, but does provide any thorough information about handover and end-to-end
delay results.

Combining layer 2 and layer 3 context transfer

Instead of performing layer 2 and layer 3 contexts separately, it might be possible to
reduce the handover delay by integrating these solutions. It might aso be desirable to
perform layer 2 context transfers while performing a handover between different types
of link technologies. Current work does not talk in favor of this (see below), but it
would still be worth looking into.

[48] discuss how IAPP could be used to transfer AAA related context information in a
802.1X environment when performing handover using the same or different link tech-
nologies, and within and across administrative domains. Central to the model isthe
notion of a*“ correct” context transfer -- a transfer resulting in the same context on the
new AP as would have resulted had a AAA conversation been completed. The conclu-
sionisthat context transfer ismost likely to be successful within a homogeneous device
deployment within a single administrative domain.

[34] discourages the adoption of alayer-2 protocol as an optimization measure for layer-
3 context transfers, since “seamless mobility of a mobile host having Layer 2 network
interfaces that support multiple radio protocols would be difficult to achieve.”

Combining layer 2 and layer 3 authentication
[50] presents a scheme where MIP authentication (layer 3) is integrated with 802.1X
(layer 2). Thisis very interesting and should be studied further.
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3.0 The candidate’s ideas and preliminary results

In the previous chapter the different components needed to provide real-time servicesto
mobile Internet users. My goal for the dissertation isto get a clear understanding of the
full path of events that adds to the handover and end-to-end delays for mobile Internet
users utilizing real -time services such as Vol P. In order to do so | would need to acquire
quantitative values of each component as well as on the total delay for some candidate
solutions. For some of these components | intend to acquire these values by practical
measurements, while others may be based analytical evaluation and possibly even simu-
lations.

Where possible, | will suggest enhancementsin order to increase the performance or
e.g., to adapt the systemsto |Pv6. Asthere will be severa design alternatives related to
theindividual components as the system as awhole, an identification of critical proper-
ties (key resources etc.) within the suggested solutions should be identified. The reason
for thisis to compare the different aternatives not only from an end-to-end and han-
dover point of view, but also from their probability of successful deployment.

3.1 Handover performance
Below | have listed some of the main questionsto |ook at to understand and quantify the
handover delay for mobile Vol Pv6:
* What delay isintroduced by the different components?

- Layer-2 handover using the existing and coming alternatives described in
section 2.1 (WEP, 802.1X and IAPP).

- Layer-3 handover, with main focus on the causes of L3 context switching,
enhanced mobile routing support and AAA issues (less focus on fast handover
between WLAN and WWAN networks)

- Convergence delay caused by higher layer applications, in particular playout
buffer and encoding adaptations.

* How do the delay introduced by these components affect the total handover delay?

- Arethe delays additive or can some of them be masked by doing things in paral-
lel or in advance? An example would be to study the trade-off between handover
delay and operator revenue if allowing/refusing traffic to pass before the user has
been properly authenticated.

- Would it be possibleto utilize layer 2 information to trigger events at layer 3 or
higher, without losing the desired generality of the layered model ?

* What isthe system’s robustness to packet |0ss?

- How could the handover be affected in case of the loss of single packet as com-
pared to the best case when no packets are lost?
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3.2

3.3

End-to-end delay

The main questions to be answered to understand and quantify the end-to-end delay are
the following:

How does the voice encoding, mobility support scheme, and wireless link technol -
ogy (802.11 and GPRS/GSM) add to the overall end-to-end delay? The delay caused
by the backbone network should also be taken into account, but no detailed study
will be performed on that topic.

What will is the average versus the worst case delay, and how often does non-aver-
age behavior happen?

Isit possible to achieve acceptable quality over a802.11 WLAN without using any
type of resource reservation scheme?

Key resources, complexity etc.

The solution to support real-time services should not only have high performance, but
must also be deployable. In order to compare the different candidate solutions from this
aspect, arudimentary evaluation framework should be established and key resources
should be identified. Examples of aspectsthat could be listed in this framework could

be:

Processing demand at critical pointsin the system, e.g., encryption and decryption
within APs.

Data storage and transfer, e.g., signalling and storage of accounting information
Complexity

Thesis proposal: Supporting real-time services to mobile Internet hosts 13 of 21



Action / Time plan / Milestones

4.0 Action /Time plan / Milestones

For this study a set of different activities have been identified. They will be described
below. Following this comes a preliminary schedule for these activities.
* Initia literature survey

Aninitial literature survey is part of this dissertation proposal. This literature survey
will beregularly updated, as | will come across more references when digging
deeper into the different topics.

* Dissertation proposa
The proposal (the document you are currently reading) should be presented and
defended at an official seminar.
Deliverable: A dissertation proposal document and a seminar
Date: Seminar June 5
* Study on handover delay within 802.11 distribution system (DS)

The study of the delay related to handovers within an 802.11 distribution system will
be divided into three different parts: 802.11 as used today (WEP), 802.11 combined
with 802.1X, and finally 802.11 with 802.1X and |APP. Each part will be studied
both theoretically and practically. To do practical tests both atest network and suit-
able measurement methods have to be established. To establish atest network with
support 802.1X and 802.11f | intend to initiate and supervise two M.Sc. projects
with the aim to implement these protocols. Regarding measurement methods thereis
aneed to develop/find tools or functionality to detect when a handover has occurred,
and it would aso be desirable to have tools to trigger a handover to occur (handover
coercion[51]).

Deliverables:

- A theoretica study on 802.11 handover, finished July 15

- Handover trigger and detection functionality, finished July 15

- A practica study on 802.11 handover, finished July 15

- A theoretica study on 802.1, 802.1X and 802.1f handover, finished July 30

- A practica study on 802.1, 802.1X and 802.1f handover, finished Nov. 5

While performing these studies the associated end-to-end delay should also be stud-
ied.

* Layer 3 mobility studies:
One of the main objectives for the layer 3 mobility studiesis to study the traffic pat-
tern (packet loss, delay and arrival order, ...) during a handover, since this what the
Vol P applications need to deal handle. Some key components include

- Routing issues, i.e., packet delay, packet loss and arrival order for Mobile IPv6.
- AAA issues, additional handover delay introduced by AAA services

- Context transfer (seamoby)
Deliverable: A study on handover and end-to-end delays, based on both analytical and
practical measurements. Finished Sep. 25.
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Voice over Mobile IPv6

What isinteresting to study isif and how mobility affects voice over |P services. Of
particular interest is the possible effect of handover on the playout buffer and choice
of encoding schemes. Some initial tests will be finished Oct. 30.

VoIP, Layer-3 and Layer-2 (802.11)

The most interesting part will beto put all of it together and measure the overall per-

formance. Deliverables:

- Ananalytical and practical evaluation of handover and end-to-end delay for
voice applications when performing L2, and L2 plus L3 handovers in an 802.11
environment supporting 802.1X and |APP. Finished Jan 20, 2003.

GPRS
To gain understanding of end-to-end delay in GPRS networks, both atheoretical and
some practical measurements will be performed. In case some co-operation with

Ericsson can be established, it may also be possible to perform practical studieson
802.11 to GPRS handovers.

Deliverables:
- Ananalytica study of end-to-end delay in GPRS networks. Finished Oct. 1.

- A practica measurements on end-to-end delay in GPRS networks and possibly
also on GPRS/WLAN handover. Finished Feb. 5, 2003.

Timeline:
L 3-stud:
L2-study Yy Wrap-up
LZ'S;IUd,)::aI analytical -MIP i\;?tlil;/M:anﬂ_ VolR L3andL2 . writing
- analyti @2.1Xand  -AAA ol o analysis and - additional
- methpds/tools IAPP) - Seamoby practical tests iment
- practical (WEP) xpenments i i
p GPRS L2-sudy Dissertation
Sl defence
VvolP (analytical) practical :JBchRtial Dissertation
Dissertation startup - end-to-end (802.1X and tests? finished
proposal (- 801.11 hand- IAPP) \
presentation over) ‘
T T i T
AR 1 [ T ] [ [ 1 I
R e T
J J A S (0] N D J F M A M
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5.0 Rough outline of the thesis

1 Introduction
1.1 Handover delay overview

1.2 End-to-end delay for Mobile VoIP

2 Wireless systems
2.1 802.11

2.2 GPRS

3 IP mobility

4 \oice over IP

5 Putting it all together
5.1 Total system design alternative examples

5.2 Evaluation of alternatives

6 Conclusions and future work
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Acronyms and abbreviations

7.0

Acronyms and abbreviations

AAA
AES
AP

AR
BSS
CAR
CSMA/CA
CODEC
DCF
EAP
EDCF
ESS
ETSI
PHY
GAAR
GSM
GPRS
HTTPS
IAPP
IETF
IP

ISP
MAC
MIP
PCF
PK1
PSTN
RADIUS
RTP
SDP
SIP
STA
TDMA
Vol P
WEP
WISP
WLAN
WWAN

Authentication, Authorization and Accounting
Advanced Encryption Standard

Access Point

Access Router

Basic Service Set

Candidate Access Router

Carrier Sense Multiple Access/ Collision Avoidance
Coder/Decoder

Distributed Coordination Function
Extensible Authentication Protocol

Enhanced Distributed Coordination Function
Extended Service Set

European Telecommunications Standards | nstitute
Physical Layer

Geographically Adjacent Access Router
Globa System for Mobile communications
General Packet Radio Service

Hypertext Transfer Protocol Secure

I nter-Access Point Protocol

Internet Engineering Task Force

Internet Protocol

Internet Service Provider

Medium Access Control

Mobile IP

Point Coordination Function

Public Key Infrastructure

Public Switched Telephony Network
Remote Access Dialin User Service
Real-time Transport Protocol

Session Description Protocol

Session | nitiation Protocol

Mobile Station

Time Division Multiple Access

Voice over IP

Wired Equivaent Privacy

Wireless Internet Service Provider

Wireless Local Area Network

Wireless Wide Area Network

Thesis proposal: Supporting real-time services to mobile Internet hosts

21 of 21



	Thesis proposal: Supporting real-time services to mobile Internet hosts
	1.0 Background, motivation and statement of the proposed problem
	1.1 Trends and vision
	1.2 Problem of concern

	2.0 Previous work in this and related areas (literature review)
	2.1 Link layers
	2.1.1 IEEE 802.11 Today
	2.1.2 802.11, Future trends
	2.1.3 WWAN

	2.2 IP layer mobility
	2.3 Higher layers
	2.3.1 Telephony services in packet in IP networks
	2.3.2 Other applications affected by handover

	2.4 Cross-topic research
	2.4.1 Telephony over WLAN
	2.4.2 Handover and playout buffer adaptation
	2.4.3 General Mobile VoIP research
	2.4.4 Combining layer 2 and layer 3 context transfer
	2.4.5 Combining layer 2 and layer 3 authentication


	3.0 The candidate’s ideas and preliminary results
	3.1 Handover performance
	3.2 End-to-end delay
	3.3 Key resources, complexity etc.

	4.0 Action / Time plan / Milestones
	5.0 Rough outline of the thesis
	6.0 References
	7.0 Acronyms and abbreviations


