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Internetworking (2G1305) Examination
Tuesday 31-May-05 9:00-13:00

Instructor: G. Q. Maguire Jr.

* No help material is allowed.

* You may answer the questions in English or Swedish.

» The questions fosection Ashould be answeraoh the exam itselffor the other sections the
questions shouldachbe answered onseparatepage.

» For multiple-choice questions, selecting a wrong alternative will reduce the number of
points (with a lower limit of O points for the problem)

* Theentire exam must be turned in along with your answers.

The exam is divided into three sections:

» Section Aconsists of multiple-choice questions. Each question is worth two points - if all
correct alternativesrégardless of how many there arare selected. Each missed correct
alternative will reduce the score by one point. Each selected alternative that is wrong will also
reduce the score by one point. The total score for each question will not be lower than zero.

» Section Bconsists of short questions. Each correctly answered questions is worth 2 points.
» Section Cconsists of essay questions where a more elaborative answer is required. A correct
answer is worth four points.
The exam grades will be:
» Grade 3: at least 26 points in section A alone.

» Grade 4:
¢ atleast 28 points in section A and
¢ atleast 4 points in section B and
¢ atleast 4 points in section C

* Grade 5:
¢ atleast 30 points in section A and
¢ atleast 6 points in section B and
¢ atleast 8 points in section C

Results will be announced on the institution’s announcement board - before 2005-06-21.
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If you are a student from 2G1507 or another
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number:
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Antal sidor/Number of pages: Section C:
BetygGrade:
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Please check off which questions you have answered:

Fraga ar vard/ RAttning!/ L
Fraga/Questions |BesvaradAnswered|Question worth Grading | Subtota

1 O 2
2 O 2
3 0 2
4 O 2
5 U 2
6 0 2
7 O 2
8 O 2
9 0 2
10 0 2
11 0 2
12 0 2
13 0 2
14 0 2
15 0 2
16 0 2

Total section A:
17 0 2
18 0 2
19 U 2
20 0 2

Total section B:
21 0 4
22 0 4
23 0 4
24 0 4

Total section C:

Total
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Section A: Multiple choice

1.

RIP version 1 uses which of the following for its transport protocol?

O TCP
0 UDP <--- correct answer

If we use firewalls from twdifferentmanufacturers iseries what basic security principle
does this exemplify?

O flow control

[ virtual circuits

0 least privilege

[0 delayed acknowledgments
[0 defense in depth-- answer
[0 weakest links

O encryption

Is there any checksum protection in an ARP request or reply?

O Yes

0 No <-- answer
No. {As this is expected to be a link local transfer it depends on the link layer checksum.}

In the Resource Reservation Protocol (RSVP) does the source or the destination (receiver)
determine the required resources?

[0 Source

0 Destination<-- answer
Thedestination(recever) senddheactualreserationmessag¢hatestablishesr updateghe
resenation state.

When an node wants to send an IP packet on an ethernet segment it uses ARP to find the
destination’s link address. When a node wants to send an IP packet on a PPP link does it need
to transmit anything to learn the destinatidimi& address?

O Yes

00 No <-- answer

No. It does not need to kwahe link address of the destination, since it is a point to point
connection- hencet alreadyknowsthelink addresso use thereforeat simply framesthe P
paclket and sends it.
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6. The “Version” field is the same in IPv4 and IPv6, but is this actually used to differentiate
between IPv4 and IPv6 packets in the case of an ethernet (IEEE 802.3) physical and an IEEE
802.2 logical link layer.

O Yes

[0 No <-- answer

No, these paaks hae been assigned thfent link types, hence the der software knavs
whether to send it to the IPv4 or to the IPv6 stack, therefore there is no intermediaéd IP le
which dispatcheso the particularversionof the IP stackwhichis neededHencetheversion

field is not actually used when processing thesegia¢kcept for being part of what is
transmitted and its participation in checksums).

7. When a destination host receives only some of the fragments from an IP packet what
happens?

[0 There will be a IP checksum error and the packet will be discarded

O There will be a reassembly timeout and the packet will be discardediswer

0 There will be a IP checksum error and the packet will be sent up the stack
[0 There will be a reassembly timeout and the packet will be sent up the stack

[0 There will be both an IP checksum eraond a reassembly timeout, then the packet will be
sent up the stack

(thesecondthoice):Therewill beatimeout(i.e.,time-to-live equal) duringlP reassembly

after which the destination host will send an ICMP timeeeded message (type 11) with

code= 1. Thedestinatiorhostwill discardall therecevedfragmentsNote:thesourcas able

to distinguish this from a transit timeout, because this later has code = 0.

8. PPP provides the following advantages as compared to SLIP:

0 PPP supports multiple protocols, while SLIP only supports-{Rnswer
[0 PPP uses a fixed IP address, manually configured by the user

[0 PPP provides TCP and IP header compressioanswer

[0 PPP can negotiate many data-link optignsanswer

[0 PPP provides a file transfer checksum

¢ support for multiple protocols on a single serial line (not just IP datagrams)

¢ a g/clic redundang check on eery frame

¢ dynamic neotiation of the IP address for each end (using the IPankt@ontrol protocol)
¢ TCP and IP header compression similar to CSLIP

¢ alink protocol for ngotiating mag data-link options

9. DHCP always assigns a client an IP address fordaiinite period of time

U Yes

U No <-- answer
No: A DHCPsenerleasesin|P address$o aclientfor aperiodof time.By only leasnaghelP
address it is easier to allocate (and reallocate) addresses for clients.
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10. Explain the purpose of a “hold down” when doing routing updates

0 When a route is removed, no update of this route is accepted for some period of time - to
give everyone a chance to remove the routeanswer

[0 When a route is removed, all updates of this route are processed immediately - to give
everyone a chance to insert the correct route.

11. IPv6 fragments contain which of the following:

O Fragment offset-- answer
0 Do not fragment flag
[0 More fragments flag-- answer

12. Which of the following are timers used in conjunction WiGP :

Retransmission timet-- answer
Persist timek-- answer
Fragment reassembly timer
Keepalive timer-- answer

3 MSL timer

Retransmission timer: TCP requires an agkedgment for each byte of sent data. The
acknavledgmentarecumulatve,i.e. oneACK acknavledgesall dataup to this sequence
number Theretransmissiotimer is usedto deteclossof sagmentgeitherthe actualdata
segmentor the sggmentcontainingthe ACK). Thevalueof theretransmissiotimer, RTO
(retransmissiotimeout)is adjustedaccordingo the currentnetwork situationbasedupon
the measuredoundtrip times.To keepup with wide fluctuationsn the RTT the RTO cal-
culation leeps track of the meanwiation in the HT measurements, in addition to the
smoothed RT estimator

OO0O0ood

Persistimer: In TCPtherecever performsflow controlby specifyingthe amountof data

it iswilling to acceptlf all therecever’s buffersarefilled it will announcewindow size

of zero, thus stopping the sender from transmittingfarther data until it recees a

non-zero windw size adertisement. If the ack gment containing this adwtisment is

lost a deadlock occurs: the re@i waits for data, the senderits for the windw to

open. D prevent this deadlock, the sender uses the persist timer which causes it to query
the recerer periodicallyto find out if the windw has been increased (wind@robes).

Keepalve timer:thekeepalvetimeris not partof the TCP specificatiorbut is providedby

mary implementationdt’ s intentionis to allow a hostto find outif an(idle) connectioris

still up or if the other end has crashed/rebooted. The ussephles is contreersial as

they can cause connections to be dropped during transiénels, consume unnecessary

bandwidth and cost mop®n netvorks that chare by the paaid.

¢ 2MSL timer: every implementatiormustchoosea valuefor the maximunsegmentifetime
(MSL) - the maximum amount of time asgment canxst in the netwrk before being
discarded. When TCP performs aneettlose and sends the findCIK, that connection

muststayin the TIME_WAIT statefor twicethe MSL. ThisletsTCPresendhefinal ACK

in case this £K is lost. Additionally while a TCP connection is in the 2MSlaiy the
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13.

14.

15.

16.

soclet pair definingthatconnectiorcannotbereusedAny delayedsegmentsarriving for a
connection in the 2MSL ait are discarded. Therefore when establishing a connection no
delayed sgments from an earlier incarnation of this connection can be misinterpreted as
being part of the @ connection.

A host using Mobile IP must tunnel packets to the corresponding host via its home agent
when sending packets under which of the following conditions

0 When using IPSEC

[0 When there is ingress filtering answer

[0 When the mobile host is in the home network

0 When the mobile host is in the same network as the corresponding host

An application layer gateway can be used to forward which of the following kinds of traffic
through a NAT/Firewall:

O RTP<-- answer
O IPSEC:-- answer

SCTP provides which of the following:

A reliable message oriented servieeanswer

multihoming with load balancing

multihoming without load balancirg- answer

a variable number of streams answer

a fixed number of streams

The sender selects its primary own address

The receiver selects the primary address for the other endpaintwer

An association is allocated resources when a COOKIE ECHO is receivatwer
An association is allocated resources when a COOKIE ACK is received

An association is allocated resources when an INIT ACK is received

OooooOooQgoooo

The BGP keepalive generates approximately how much traffic:

0 5 bps:-- answer
[0 50 bps

0 50 kbps

0 50 Mbps
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Section B: Short Answers

17.

18.

19.

20.

Many sites allow anonymous FTP access, but request that the user enter their e-mail address
as the password. Explain how the site can check to see if the domain name of this e-mail
address corresponds to the domain from which the user is connecting to this FTP server.

The serer can do a DNS verse lookup (also called pointer query) tovahthe incoming
IP addresgi.e..theusers sourceaddressinto a stringnameandcomparehis to thedomain
name string which the user enters as part of their e-mail address. If tisemsésystem
supports the VRFY command, the site could also check if the whole e-mail address
corresponds to a real usewflit cant know if this corresponds to the user who is logging

in!}

How many IPv4 addresses are associated with a single ethernet interface? Describe how
this/these address(es) is (are) used.

if the interfice is davn: O addresses

If the interface is up:
at least 2 addresses - a host specific IP address and the link local broadcast address;
n addresses -- as there can be multiple secondary addresses, multiple multicast addresses,
and the link local broadcast address:; and

23—2 addresses if the intexde is in promiscuous mode

When is the Nagle algorithm disabled? Given an example of this.

As the Nagle algorithm is used teogd tinygrams (i.e. paaks with a ery small amount of
data, e.qg. &/strokes from an interacte session) it must be disabled when we actulaly
want to quickly receie a small amount of data -- such as X wing@nouse wents, etc.

Describe the purpose of anycast in IPv6.

Anycast is used to find an instance of a specific serviceXéonge, routerDHCP serer,

etc.). This enables a node to send a gbitka generic address to get a specific service from
the "nearest" instance. This puts theden of determining which instance to detiit to on

the routing system.

Section C: Essay Answers

21.

If a host is participating in a multicast group, why does it delay responding to an IGMP
query?

Since it is anulticastgroup, there may be more than one host which is a member of this
groupon agivenlink. Useof arandomdelaypreventsall of the hostsfrom trying to respond

at the same time. While delaying its IGMP response the host can listen to hear if another
node reports membership in a group it is interested in, if so its response is cancelled; if not,
then it will respond after aiting for its random delay
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22.

23.

24.

Karn’s algorithm is a solution for the TCP retransmission ambiguity problem. Explain what
this problem is.

When a pacst is transmitted and a timeout occurs, tAi©Rs baclked of using TCPS
exponential bactff. The packt is retransmitted with the longeT& and an
acknavledgmenis receved. Theproblemnowis that TCPdoesnt knowif the ACK is for the
original or the etransmitted paket.

Karn’s Algorithm specifieghat,whentimeoutandretransmissiowccut the backed off RTO
has to be used and th& Restimatorsnust nobe updated until an ackwtedgment is
receved for a sgment that \as not retransmitted -- this reuss the ambiguity

Describe the Security Parameter Index (SPI) used in the Authentication and ESP protocols in
IPsec and IPv6.

Authenticatiorandencryptionrequirethatthesender(sandrecever(s)agreeon akey, onan
authenticatioror encryptionalgorithm,andon a setof parametersuchasthelifetime of the

key or the details of the algorithmutilization. This set of data forms a security association
between the sender(s) and the nemés). Each authenticated and/or encrypted gtack
containsa parametecalledthe SecurityParametetndex (SP1)which is normally negotiated

as part of thedy exchange procedure. This SPI is used to link ptelwith the conte of a
securityassociationThe SPIcontainedn the paclket enableghereceve to determinewhich
security association (and hence which algorithms apsl) kt should use with this paek

Explain the steps in a DNS lookup of the name “www.kth.se” assuming that you are doing
this from a host named “fred.it.kth.se”. Comment on the performance of DNS. {You should
assume that the host “fred” is a UNIX/linux workstation, whichasusing “yellow pages”

or a similar service. In addition, assume that the local machinendoksow the address
corresponding to “www.kth.se”.}

Thequerywill begin with thelocalmaching(fred.it.kth.se)if “fred” knowstheaddressthen

it returnsthe answeraccordingo the statedassumption# doesnotknow theanswer)then

it will use the DNS seer (defined in /etc/resabonf -- note that on some UNIX machines
the local search order may beféient), if this DNS knes then it will answerotherwise it
will recursively go up the DNS tree until it finds an answer or it reaches a root DNS serv
(which by definitionmustknow how to find thetop level domain).In this casejt will find an
answer before reaching a rootéésener, because the twwmachines share a common
postfix. Thekey to the performancef DNS s thatthis recursve lookupwill benefitfrom the
caching of answers to earlier requests.
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