Capturing network traffic

An 1ntroduction to Ethereal and Tcpdump

Jon-Olov Vatn



Network sniffers

* Purpose of using them

— Educational
— Troubleshooting
— Network measurements and analysis

— Eavesdropping data communication
e Common tools

— Ethereal (graphical), http://www.ethereal.com
— Tcpdump (console), http://www.tcpdump.org



Ethereal (graphical)
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Tcpdump (console)

. vatn@dhep-210: fhormepatn - OX

Fle Edit View Terminal Tabs Help

dhcp-210: fhome /vatn# tcpdump -1 ethl -n

tepdump: verbeose output suppressed, use -v or -vv for full protocol decode
listening on ethl, link-type EN1OMB (Ethernet), capture size 96 bytes
21:33:42,605031 IP 192,168.0,1,4216 > 230,255, 255,250,1000: UuDP, length: 250
21:33:42.688551 IP 182.168.0.1.4216 238.255.555.250. 1900: UuDP, length: 278
21:33:42. 702167 TP 192.168.0.1.4216 239, 255,255,250, 1900; UbP, length: 332
21:33:42.705660 IP 1582.1668.0.1.4217 238,255, 255. 250, 196043 UDe, lEﬁg‘th: 324
21:33:42. 708526 1P 192.168.0.1.4218 239,255, 255.250.1900: UDP, length: 254
21:33:42,711849 IP 182.168.0.1.4218 £39, 255, 255. 250, 189640 - UDP, ].Er‘lg‘th: 296
21:33:42.715820 1P 192.168.0.1.421% Z38,255.255.250.1500: UDP, length: 328
21:33:42.719335 TP 192.168.0,1.4220 239, 255,255,250, 1900: UDP, length: 274
21:33:42.723178 IP 182.168.0.1. 4220 238,255, 255.250. 15960 : UDP, 'Langth: 326
21:133:42. 726841 IP 192.168.0.1.4221 Z2359.255.255.250.1900: UDP, length: 320
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10 packets captured

10 packets received by filter
0 packets dropped by kernel
dhep-210: fhome /vatn# []
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A simple example

* Alice likes to “ping” Bob

* What packets will we see?

e Encapsulations Alice Bob
— Have a look at the link . Ping .
100 1

layer headers!

_ 192.168.0.0/24
— Have a look at the 7

higher layers!

[file: ping-gw.pcap]



Filtering out relevant traffic

Capture filters: Display filters:
* Smaller files * Displays a subset of
the captured data

* “Tcpdump”-syntax,
e “Ethereal” has i1ts own

syntax, see ethereal
Géhelp99

* See ethereal “help” or
“man tcpdump” for
more 1nfo

[live capture] lapply display filter]



Observing DNS traffic

e Example: Testing if DNS look-up is faster the 2™ time. (My home
network, WLAN router attached via ADSL to ISP)

* First test: looking up “www.it.kth.se*

— Files: [dns1.pcap, dns2.pcap]

— Surprise, no caching effect was observed. Strange!
* Second test: looking up “www.whitehouse.gov”

— File: [dns-whitehouse.pcap]

- The delay was even larger the 2™ time. For further
investigation!!



Example with DHCP tratfic

* Dynamic Host Configuration protocol (DHCP,
RFC 2131) enables a host to dynamically acquire
an IP address as well as other relevant
paramenters from a DHCP server.

* 4-way message exchange (Discover, Offer,
Request, and Reply)

— Should be fast, right?
- Will we see additional messages?

Files [dhcp-linux.pcap, dhcp-winxp.pcap]



Analyzing measured data

Commonly one wants to

analyze measured data,
compute delays, calculate
statics etc.

Many alternatives exist:

Scripts (perl, awk)
Spreadsheets

Network analysis tools, e.g.,
“tcptrace”. See tcpdump and
ethereal pages for more info.

Time-sequence plot created by
tcptrace and displayed by xplot




Eavesdropping attacks
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File: [web-mail.pcap]




