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Emerging Network Architecture
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Figure 109: Mobility (WWAN, WLAN, PAN, ...) driving us towards Moblle Internet

Maguire
maguire@kth.se

Emerging Network Architecture Mobile IP 666 of 713

2008.02.07 Protocols in Computer Networks/



Mobility

5 B 5 A2 3

Figure 110. X disconnects from location A1 and reconnects at location A2

What is “X"? X represents the identity (ID) of the node*
* in an Ethernet it might be the MAC address, thus a node has a constant identity

While Al, A2, ... represent the network addresses of node X.
 IP network address consists of {Network, Host}, i.e., Ad#{n}, where n is unique on netwaouk

1. Of course this really mixes the interface ID with the node ID - solution is a Network Access Identifier[114].
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Updating after a move

~_ Host name: “ccslabl.kth.se”
| Name ResolutionrDNS, Host File, ..[]

IP address 130.237.15.254 []

HW addressEthernet MAC address  08:00:2B:00:EE:0OB

+——

Figure 111: Must update IP address related mappings after almadeninistrative nightmare
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Objectives of Mobile IP

* To provide mobility support for the Internet
« To enable node mobility: across changes in IP subnet
« Allow change in location without change of IP address

« Communication should be possible (even) while moving (if the
Interface/link supports it)

e TCP/IP connections should survive movement
e Active TCP and UDP port bindings should be maintained
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Communication from Z to X
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Figure 112. Z is communicating with X at A1 and wants to continue when X reconnects at location
A2

* This would require that router R send packets from Z to X over a new path (route).
[J But X now has a new network address, since it is on a different nefd)ork (
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How can Z continue to communication to X?

1.Just use bridging and change the forwarding table in the bridge (since the bridge uses MAC addresses)
[1 But bridging doesiot scalewell
2. The application could stop, then restart with the new address for X

[I This is unpleasant for the user - since they might have to do this very frequently and/or the programs may n
tolerate this change - since they have too much state.

3.We could hide this change with a new layer of software
a.We could change the socket library

[J for example: we could do source routing - but, it turns out that this is not well supported by existing code in 1
OS' and in router (in addition, many the firewall routers at many sites filter out source routed packets!)

[J Would require changes in all systems (even the non-mobile systems - since both ends of the communicatiol
would have to change)

b.We could remap the addresses in the router

(I This would means doing host specific routing, which does not scale well
c.We could define a new Mobile-IP address

[0 The implications of this will be described in the following material.

1. An informal experiment conduced by John loannidis as part of this Mobile*IP research (and documented in an appendix of his thesis) indictsd diiat alm
operating systems, of the time, did not correctly support source routing!
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|dentification
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Figure 113. How do we know it is the same X?

When X moves to its new location (A2)

* Why should it get service?

* How do we know it is the same X? (Or even that it is X?)

Maguire
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Establishing Identity

When a node arrives on a network it must identify itself
* mechanism: typically via a challenge response protocol

* Who should it identify itself to? Answer: The MSRMobility Support Router

VA X Y

Z

C Al B

0 B

Figure 114. How do we know it is the same X?
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* When a node arrives on a network it listens for broadcasts from MSRs

How did it know to send the “I am” message to the MSR?

Figure 115. “Welcome (Greeting)” messages answered by “I am” messages
These broadcast “Welcome” messages advertise:

Z

Y

 the presence of an MSR (and its MAC address)
 advertise one or more networks it provides connectivity to
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Could the MSR functionality be collocated with the router?

* When a node arrives on a network it listens for broadcasts from MSRs

VA Y VA Y
C B C B

R R
MSR-[3 MSR-[3
X X
5 |A2 3 5 A2 t
Welcome to [3 | am X

Figure 116. “Welcome (Greeting)” messages from router answered by “I am” messages
[ Requires updatingll of the routers on network segments which are going to support mobility to be updated.
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Getting Service

Once it’s identity is know, thepolicy question must be ask: Should X get service?
The policy question and its answer may involve:

* roaming agreements (generally reciprocal agreements),
 current traffic loads,

 anticipated traffic loads,

* mobile user’s priority/class/... ,

The question of authentication, authorization, and accounting (AAA) for mobi
users is addressed in [117].

See also IEEE 802.1x Port Based Network Access Control

http://www.ieee802.org/1/pages/802.1x.html
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Back to the original problem: Z wants to send a message to X
Initially X is located at Al then it moves to A2.

Z X Z
y C A%X Y, G a
X
A2
5 3 0 3

Figure 117. X moves from Al to A2, Z not aware of Mobility
There are several alternatives.
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Alternative 1
Initially X is located at Al then it moves to A2.

Figure 118. X must send a redirect message to Z, to tell it it's new address A2.

[ Z must be aware of where X currently is.
[1 X must get a new local address A2 (How? perhaps DHCP)
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Alternative 2
Initially X is located at Al then it moves to A2.

Redirect

Figure 119.X must send a redirect message toRloater, to tell it it's new address A2 (rather than Al).

[J Router must now perform host specific routing.
[1 X must get a new local address A2 (How? perhaps DHCP)
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Alternative 3
Initially X is located at Al then it moves to A2.

MSR-a
1 Ma
Y a a
X

Figure 120.X must send a redirect message to a Mobility Support RddteR(a), to tell it it's new
address A2 (rather than Al).

[0 MSR-a must now perform host specific routing.

[ X must get a new local address A2 (How? perhaps DHCP)

[0 Z is now completely unaware of the move.

[0 Router R is now completely unaware of the move (except for twice the traffic over the link t)from
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Alternative 4
Initially X is located at Al then it moves to A2.

MSR-a
1 Ma
Y o a
MSR-B| [ X
5 K IS o

Figure 121.X sends a message MSR-3, to get it's new address A2 and says it's old MSR WSR-q.
[0 MSR-a must now perform host specific routingM&R-3 (which can provide the local address A2)
[1 Z is now completely unaware of the move - it always sends trafiiSie-a.

[ If X moves again, Z does not change where it sends traffic to & traffic need not §dSka - it will go directly
from MSR-a to the MSR responsible for the new segment.
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Alternative 4 continued
Initially X is located at Al then it moves to A2 and then moves to A3.

MSR-a ~ MSR-a
Ma
C _ a
=
|
1
»
O
[MSR-g| | X
Me Ag

Figure 122.X sends a messageMbER-¢, to get it’'s new address A3 and says it's old MSR M&&Rk-a.

O The traffic fromMSR-a to MSR-3 or MSR-a to MSR-€ can be encapsulated, using for example IP in IP
(written IP-IP) encapsulation. Thus none of the intervening routers needs know about mobility.
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How does Z know to send thingsto MSR-a?

It doesnot know to do this!l] Z simply sends the packet to the network addres
of X.
But what is the (real) network address of X?.

« X’s address is {Mobile-Network, X}

* Al is atemporary address on netwark

* MSA-a routes {Mobile-Network,X} packets
to Alwhen X islocal and to anotheSR
when it isnon-local

¢

Figure 123. X’s address - either on either an actual network or on a virtual network

[ In the first case (“actual” network addresses), either the hosts and routers have to be changed, or MSRs are
necessary to intercept and reroute the packets.

[ In the virtual network case, we use the MSRs to implement mobility for nodes on a virtual mobile network.
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What happens in the case of wireless networks?

cell a - cell a I
vSRaH Z [MSR-a
o mX G Ma a
cellb Y

& y

Figure 124. X moves from the cell a to the cell b

* The wireless cells are implemented by a basestation co-located with the MSR.
* Note that X retains it's mobile network address “mx”.
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Wireless Local Area Networks

cell a cell a

VSRal
o mx

B

Figure 125. X moves from the cell a to the cell b, but &ill reachable by cell &

« Mobile network address “mx” is reachable from both M&BAd MSRE.

 This could not occur in the wired case (unless there were multiple interfaces), since X would have to
disconnect from networé to connect to networg.

- If the cell size is small the movement between cells could be frequent (and caused by other events, su
a new user, a door moving, ...).
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Wireless WANS

j’ cell a j’ cell a
BS-a "

(me

B

Figure 126. X moves from the cell a to the cell b, but mastill reachable by cell a - but both cells are
part of the same network

« Basestation-a, basestation-b, ... are all part osthree networland it is up to this network to select which cell a mobile
is in and which basestation will be used to communicate with it.
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Simulcasting in Wireless Local Area Networks (WLANS)

cell a - cell a j,
MSR—O(I MSR-a
Ma
o mx

MSR-(

B

Figure 127. X is moving from the cell a to the cell b

« Mobile network address “mx” is partially reachable from both M&&id MSRB - thus we will send
packets via both MSIKR-and MSRB. This insures:

[ Lower probability of packet loss (important if we must provide low latency and high reliability - such as is need
for voice and some other services)

[] increases traffic in both cells
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Mobile IP Standardization Effort

« Oiriginally proposed by Columbia University, IBM, etc.
* Internet Engineering Task Force (IETF) Mobile-IP working group

e«  http://www.ietf.org/html.charters/mobileip-charter.html

Mobile-IP standard status:

e RFCs:
* Mobile-IPv4 (RFC 2002) IP Mobility Support; RFC 2003: IP Encapsulation within IP;
RFC 2004, RFC 2005, RFC 2006, etc.
* Mobile-IPv6

« Many Drafts related to v4 & v6:

« Mobile IP NAI Extension, AAA Registration Keys for MIP, Registration Keys for Route
Optimization, Mobile IP Challenge/Response Extensions, CDMA2000 Extension to MIP,
Cellular IP, Regional Tunnel Management, Hierarchical MIP Handoffs, etc.
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A Mobile-IP(V4) Scenario

IP in IP tunnel

Home Agent Foreign Agen

(=

Home network \

Mobile Node

Foreign network

Correspondent Node

CN sends packet to MN’s home network (because that is where its IP addres
logically located), HA intercepts them and forwards them inside an IP-in-IP tunr
to the Care of Address (CoA) where the FA forwards them to the MN.

Traffic from the MN can go directly to the CNr{lessthere isngressdfiltering)
[1 trianglerouting
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A Mobile-IP(V6) Scenario

IP in IP tunnel

Home Agle_:jat\ ='£> binlgitng

Home network \

Foreign network

orrespondent Node

CN sends packet to MN’s home network (because that is where its IP addres
logically located), HA intercepts them and forwards them inside an IP-in-IP tunr
to the Care of Address (CoA) which is the MN’s address in the foreign netwo

However, the MN can tell the CNabout cisrrent address via hinding update
(BU), now traffic can flow both ways directly between the CN and MN.
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IP-In-IP Encapsulation

In-In-1P vs. Minimal encapsulation - the major difference is the first puts the wha
IP packet inside another, while the later tries to only put a minimal header Iinsi
along with the original data portion of the IP packet.

For details see
o |IP Encapsulation within IP, RFC 2003 [115]
* Minimal Encapsulation within, IP RFC 2004 [116]
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Tunneling IP Datagrams

Both home agents and foreign agents (v4) must support tunneling datagrams u
IP-in-1P encapsulation and decapsulation.

MNSs that use a co-located COA must also support decapsulation (v6).

/IP In IP tunnel

Home Agent Foreign Agent Mobile Node

/IP In IP tunnel
T V4,V6

Home Agent Mobile Node
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Temporary Address Assignment

Two types of temporary Care-Of-Address:

« [Foreign agent care-of address (V4)
» a care-of address provided by a foreign agent through its Agent Advertisement messages.

 Co-located care-of address (V4, V6)

e a care-of address acquired by the mobile node as a local IP address through some external
means, eg. dynamically acquired as a temporary address through dynamic host
configuration protocol (DHCP) RFC 1541, or the address may be owned by the MN as a
long-term address for its use while visiting this foreign network.
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Agent Discovery
Why Agent Discovery?

Methods an MN can use to determine whether it is currently at its home netwe
or a foreign network. By:

e Agent Advertisement
« periodic transmissions (beacons) sent by a mobility agent (rate limited to max. 1/s).

e Agent Solicitation

« Send by an MN to discover agents.
beaconSﬁT Tﬁ lSoIicitation Tﬁ

) (A
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Agent Advertisement Message Format

Extension of an ICMP router advertisement

0 8 16 24 31
TYPE (16) Length Sequence Number
Lifetime CODE Reserved
Care of Address{the number is determined by the length field; must be at least 1 of F bit sef}
Bit Name Meaning
0 R Registration with this foreign agent (or another foreign agent on this link) is required; using g

N o o~ WwN P
<O TIW

co-located care-of address is not permitted.

Busy. Foreign agent not accepting registrations from additional mobile nodes.

Agent offers service as a home agent.
Agent offers service as a foreign agent.

Agent implements receiving tunneled datagrams that use minimal encapsulation
Agent implements receiving tunneled datagrams that use GRE encapsulation

Agent supports Van Jacobson header compression over the link with any registered mobile node.

reserved (must be zero)

Maguire
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Registration Message Format

0 8 16 24 31

TYPE (1 or 3) FLAGS Lifetime

Home Address

Home Agent

Care of Address{the number is determined by the length field; must be at least 1 of F bit sef}

Identification

Extensions

Bit Name Meaning

0 S Simultaneous bindings, this is an additional address for the mobile

1 B Broadcast datagrams. Home agent to tunnel any broadcast packets it receives to the mobile.
2 D Mobile using co-located care-of address and will decapsulation itself

3 M Mobile requests home agent to use Minimal encapsulation.

4 G Mobile requests home agent to use GRE encapsulation.

5 V Mobile node requests that agent use Van Jacobson header compression.

6-7 reserved (must be zero)
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MN Requirements

An MN must have:

 home address, netmask,
* mobility security association for each HA.

For each pending registration, MN maintains the following information:

* link-layer address of the FA to which the Registration Request was
sent

» |P destination address of the Registration Request
« Care-of address used in the registration
e remaining lifetime of the registration
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FA Requirements (v4)

 Each FA must be configured with a care-of-address .

e Must maintain a visitor list with following information:
Link-layer source address of the mobile node

IP Source Address (the MN’'s Home Address)

UDP Source Port

Home Agent address

Requested registration Lifetime

|dentification field

This visitor list acts much like ¥isitor Location Registe(VLR) in a cellular
system.
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HA Reqguirements

Each HA must have:

 the home address and mobility security association of each authorized
MN that it Is serving as a home agent.

Must create or modify itsobility binding list entry containing:

 Mobile node’s CoA (or CoAs in the case of simultaneous bindings)
 Identification field from the Registration Request
 Remaining Lifetime of the registration

The mobility binding list acts much likerdome Location Regist€dHLR) in a
cellular system.
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Optimization Problem

Home site Foreign site

CN
v Home Foreign
‘< Agent Agent
\_._
Home networkY!
i node moves
1 MN 1

We cannot follow the shortest path in Mobile IPv4 because the CN will alway
send it via our home network. However, we may be able to use the shortest |
from the MN to the CN.
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Problems of Mobile IP (RFC2002)

e Only provides basic “macro mobility” support

Cellular
* Not developed for cellular systems
* No interface defined between cellular systems Micro Mobility
. (e.g. between Mobile-IP/HLR/VLR)
* No handover support
e Weak In security Security
* No key distribution mechanism
* Route optimization problems Optimization

 No QoS, real-time support, (DiffServ, RSVP)

Maguire Problems of Mobile IP (RFC2002)
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Mobile IP Problems and Development

e Cellular Micro Mobility:

 CDMAZ2000 Extension to MIP
e CellularIP

* Regional Tunnel Management
» Hierarchical MIPv6 Handoffs
 MIP based Micro Mobility Mgt

e Security:
 Mobile IP NAI Extension
* AAA Registration Keys for MIP
* Registration Keys for Route  Optimization
 Mobile IP Challenge/Response Extensions

* Route Optimization:
* Route optimization for MIPv4, v6

 Real-time QoS:

* No solution yet
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CDMAZ2000 Extension to Mobile IP

A draft entitled: Mobile IP Based Micro Mobility Management Protocol in the
Third Generation Wireless Network, by 3Com, Alcatel, Cisco, Ericsson, Lucel
Nortel, Motorola, Samsung, etc.

RFC2002
Mobile IP

----------

PDSN |

o >
| RNN

GRE Encapsulation |
and reverse
tunneling during
Registration

Radio Network Node

----------
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Wireless IP Network Architecture

Visited network

73 IVLR‘
3

‘ HLR S

/I FAAA ‘

PDSN

---------------------------

r'
PR SRy -} SUpE RPN (IR 7) S Y

‘ Home AAA I\

PDGN

N I BN BN N BN BN B BN B B B B B B S B B B B a am am
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RFC2002
Mobile IP

----------

\
Internet|:

Y

----------

--~
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Cellular IP (CIP)

HAWAII extension is similar to Cellular IP.

CIP node

Paging Cach

Route Cachc .

\

Paging Cach
Route Cachd®

Cellular IP (CIP)

2008.02.07

T CIP hode™ ™~~~ \

Paging Cac
Route Cach

4

CIP node

Paging Area

Paging Cach

Route Cache

CIP node

CIP node

Paging Cach

Paging Cach
Route Cachg Route Cachsg

-------
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Cellular IP (CIP): Handover

HAWAII extension is similar to Cellular IP.

e———— CiPRode =~~~ \

]
CIP node |

\
Paging Cach i
gh Route Cach :
< |
I\R/Ilc:)(bzllzg?lg : Paging Area |
e- T T TEEEE® \ CIP node :
! Internet ! | :
: } Paging Caery I o
HA — — , = I
\ - Route Cache :
: \ (4 _ _— !
: l : Pagln g o0 Ch CIP node CIP node
| |
i ) IROUIEICACH: Sy e B
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Cellular IP (CIP): Location Update

HAWAII extension is similar to Cellular IP.

L, Il II I I Il I ID O BE BE BE BE B BE B B B B B Ee

CIP node

CIP node

Paging Cachi N
Paging Cach= Route Cache

Route Cache

I Y

RFC2002 \ S ading A
i aging Are
I\./-Ic_)lglle. I.F:---\ C|P node g g
! Internet !
: \ g GW Paging Cach
HA J&——
\“ Route Cache

Pag|ng CaCh CIP node CIP node

~

Route Cachg

Paging Cach{ Il | Paging Cach{l JILE
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Hierarchical FA and Regional Tunneling

RFC2002
Moblle IP

---------

)

T

>
\

I
a

----------
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Hierarchical FA and Regional Tunneling

'Hlerarchlcal Mobile IP M

: i

: ;

I I

RFC2002 : a po— :
I I

Mobile IP __ i :
.......... A .

| 11 1
GFA !
HA = :

:
| 11 :
: i :
:\ } :
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Hierarchical FA and Regional Tunneling

'Hlerarchlcal Mobile IP M

: i

: ;

I I

RFC2002 : :
I I

Mobile IP : !
.......... A .
| 11 1
GFA !
HA x o :
A :
: * FA !
| 11 I
:\ } :
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Why not simply use Dynamic DNS (DDNS)?

Problems of Dynamic DNS Mobility

* Only support inter-session mobility.

« TCP has to be disconnected when changing net.
* No inter-networking handover.

* Performance limitation problems.

o Security, Intranet firewall, etc.

Mobile IP Dynamic DNS
TCP survive the movement Yes No
Intra-session mobility Yes No
Handover Support (Working on) No
Performance Limitation No Yes

Thus DDNS does not really provide mobility, just connecting at different plac

Maguire Why not simply use Dynamic DNS (DDNS)? Mobile IP 711 of 713
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Summary

This lecture we have discussed:
e Mobile IP
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