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Abstract

Lawful interception and the way it is performed have played a significant role in the
effectiveness of this type of communication monitoring. Although the secrecy of
interception and the related equipment are supposed to provide correct information to a
law enforcement agency, there are some countermeasures that can be taken by the subject
that can seriously undermine the collection of correct and accurate data.

This thesis project attempts to identify the problems that exist for interception of
telephony (be it fixed, mobile, or via the Internet). Moreover, there are some suggestions
for improvements how lawful interception should be performed in order to avoid possible
attacks that could decrease the credibility of the intercepted data.

Numerous publications (in print or distributed on the Internet) have described weaknesses
in the current state of the art lawful interception when using equipment that can be
purchased in the market. This thesis presents improvements in how LI can be conducted
in order to avoid these vulnerabilities. Additionally, there is a description of the key
escrow systems and the possibility of avoiding one of their most significant
vulnerabilities.

The main problem of the lawful interception is the rapid changes in telecommunications
and the complicated architecture of the telecommunication networks, as both make
monitoring vulnerable to specific countermeasures. An analysis of how lawful
interception can take place and current countermeasures for lawful interception of
Internet telephony are vital in order to identify the problems in carrying out such
intercepts today and to make suggestions for improvements.

This topic is especially relevant given the current Swedish “FRA lagen” regarding
interception of electronic communication going into, out of, and through Sweden. Not
only is it important to understand how lawful interception can be performed or prevented,
but it is also important to understand how information obtained from lawful interception
could be purposely misleading or falsified.
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1 Introduction

1.1 A brief introduction to lawful intercept

Governments always desire the ability to monitor people (inside or outside their own
nation) in order to control these people and to formulate their policies. Even though there
were several illegal means to achieve this, within the scope of democracy, the respect of
human rights and the existence of different types of telecommunications many different
legal ways of monitoring have been employed. The result of this trend was the
introduction of the term of lawful intercept (LI), which is used to describe both the
means and mechanisms for law enforcement agencies (LEAs) and other government
agencies to have the technical ability and the authorization to perform a lawful
interception of the communication of persons that are believed to have committed illegal
actions (or in some case to have the intention of committing serious crimes). However, as
in most facet of human life, even though lawful intercept may often times provide useful
information concerning illicit actions (i.e., terrorism or kidnapping) there have been
several instances where interception has also been used for illegal monitoring of persons
who were simply political adversaries or persons that had different opinion from the
current government. As a consequence, many people mistrust lawful interception (even if
it is legal under certain circumstances); as they believe that it violates one of their
fundamental human rights — the right of privacy in communication and that the statutes
governing lawful interception may potentially be misused to conduct i/legal interception.

1.2 Methods to analyze LI and countermeasures against LI

Lawful intercept is not stable, as it must always adapt to new ways and patterns of
communication. When LI was first used only the traditional telephone was used
(although prior to this telegraph messages could also be intercepted). However, with the
advent of mobile communication system and the Internet and their rapid & widespread
adoption, governments and their agencies have begun to consider how these methods of
communication can be included in their lawful monitoring (which includes how to
modify and adapt earlier laws designed for telephony, telegraphy, and radio
communication to address these new communication technologies).

In fixed and mobile telephony, interception can be considered quite easy as the
communication passes through a small number of networks that belong to public or
private companies. It is easy for these companies to control their networks and to define
where agencies can easily connect their monitoring devices. In most cases this is
particularly easy as these networks have very centralized control and there are relatively
speaking few connections from one network to another. Interception is especially easy for
fixed and mobile telephony operators as the agencies do not have to setup any devices as
the operators have generally already installed the appropriate software for interception (in
some cases this was a legal requirement for them as an operator in a given country).
However, for Internet and particularly in Voice over IP (VoIP) interception there appears
to be very weak control by government agencies. In part this happens due to the nature of
the Internet. As the Internet is a global network that has many different routes to send
information to the same destination and lacks centralized control. There has also been no



economic reason for Internet service providers (ISPs) to maintain detailed records of
packet traffic, but rather to simply keep statistics (for example, total number of packets
per month or total number of gigabytes sent or received in a billing cycle). Additionally,
keeping more detailed traces of traffic would only increase the operator’s cost and would
neither improve service for the customer nor generate additional revenue. This means that
it is not so easy to track the route of a conversation or to intercept all of a conversation of
a possible criminal activity.

However, monitoring of traditional telephony & telegraph communications is not
always successful. Target users can use several countermeasures in order to avoid
interception, depending on the medium of communication they use (i.e. Internet, fixed, or
mobile telephony). Additionally, these countermeasures may also result in false or
misleading information being recorded.

1.3 Problem to be addressed by this thesis project

As countermeasures often spoil lawful interception, governments have tried (and still
try) to circumvent these countermeasures. One of the ways to surpass the threat (to LI) of
increasing use of encryption was the use key escrow systems. With these systems, trusted
organizations maintain a depository of the master keys of all the conversations in order
for a LEA to be able to intercept later of someone who is a “target” of an LEA. These key
escrow systems were thought to give the government absolute control for their
monitoring as key escrow eliminates the problems of the LEA being unable to access the
plain text of either the signaling or the communication - when faced with encryption and
no-cooperation of companies that provide a communication service or in some cases even
the end users themselves. In order to be certain success, the use of a key escrow system
must include the majority — if not all — of the products and services that provide
encrypted communication.

However, many doubts exist as to the potential for success of a large scale key escrow
system. Many people including individual cryptographers and individuals point to severe
security flaws and violation of privacy (respectively) as reason not to pursue key escrow
system. The analysis of the opponents of the key escrow systems successfully raised
serious doubts as to the possibility of a successful implementation of a key escrow
system.

1.4 Importance of this problem

There is no doubt that today many governments conduct LI. The exact number of
intercepts which are conducted is not always clear, but a clear statistic is that the number
of LIs in recent years is substantial [48]. Additionally the growing use of voice over IP is
introducing new problems both for the regulations for LI of this means of communication
and the technical abilities of the LEAs [49].

Many people in government agencies still believe that a key escrow system can be
implemented and would definitely help them in intercept the communication of terrorists
and other criminals. Even if it is considered difficult to implement a key recovery system
which would include all the communication products that provide encryption, there are
thoughts that it could be used at least in some of the products that are used by millions of



users worldwide (i.e. Skype or other VoIP hardware/software) [39]. This belief becomes
more apropos as the pressure from governments to control communications increases
every year, highlighted by global terrorism and the perceived need to eliminate it. Could
key escrow systems yet be the answer for the interception of communications that were
previously difficult to be intercepted? Still many people (cryptographers, human rights
organizations, and individuals) do not agree that key escrow is the solution. More details
of this are presented in Chapter 5.

1.5 Thesis overview

This thesis project’s main focus is to examine if a key escrow system could be viable
when utilized with VoIP software. As many different types of VolP software are used by
millions of users around the world and many provide encryption between the parties in a
conversation it is considered important by many government agencies to find a way that
will provide them with easy and continuous access to these encrypted communications
sessions. One of the solutions has been proposed several times are key escrow systems.
However, there are strong indications that these kinds of systems cannot be considered a
wise solution, as they suffer from security flaws and human rights violation. This thesis
will examine key escrow in the context of a software VoIP system from a technical point
of view in order to determine if there are also technical reasons why such a solution will
not be feasible or successful in achieving the aims of many governments.

The objective of the overall thesis is to provide the reader with a general understanding
of what lawful interception is and some of the problems that law enforcement agencies
are facing. Chapter 2 gives a description of what lawful interception is and why is it
desired so much by many governments. Chapter 3 describes how lawful interception can
be performed in fixed and mobile telephony and enumerates some of the problems that
LEAs can face due to specific countermeasures that targeted users can currently employ.
Chapter 4 introduced VoIP communication and the problems that arise when attempting
to monitor this communication. Chapter 5 presents an analysis of key escrow systems and
the advantages and disadvantages of using them in communication products and software
that encrypts the signaling and/or session content. Chapter 6 describes a way to avoid the
problem of insider misuse of a key escrow system through the use of digital signatures.
Finally, chapters 7 and 8 presents conclusions and future work (respectively).



2 Lawful Interception

2.1 What is lawful Interception?

Lawful Interception (LI) is not something new in our lives. During the last 50-60 years
governments around the world have evaluated and used systems that are able to trace and
intercept telecommunications in an attempt to prevent possible social hazards that might
arise or to gather evidence for criminal prosecution of individuals for serious crimes. In
the beginning the interception of the public telecommunications were done without any
legal authorization. However, this situation has changed; over the years various
legislatures have created and introduced laws defining the legal framework and authority
for the government to perform interception.

One definition of Lawful Interception (LI) is “the acquisition of call identifying
information and the interception of communications contents” by law enforcement
agencies (LEAs) after receiving proper authorization from competent authorities [1]. The
competent authorities are the mediator organizations that stand between the agency that
wants to perform the interception and the network operator(s). Lawful interception can be
performed in all modern systems -- including the Public Switched Telephone Network
(PSTN), wide area wireless networks (e.g., mobile telephony), cable television systems,
and the Internet. Although the monitoring of the fixed lines is a well- known procedure of
law enforcement and intelligence services, in recent years challenging new obstacles have
arisen. One such problem is tracking an end-user that uses a mobile phone or Voice over
IP (VoIP); as both of these technologies allow the user to easily change their physical
location (hence both offer mobile communications). Such mobile communications is
significantly more difficult to intercept than traditional fixed telephony. Hence, users of
such mobile communications are becoming much harder to track.

Although the details of LI differ between the different types of interceptions, there are
some basic requirements that every interception has. A LI system must provide
transparent interception of only the specified traffic, and the subject must not be aware of
the interception. Moreover, during an interception other telephone users must not be
affected in any way by degrading their provisioned service. Furthermore, in every
interception there are some minimum data that must be collected and recorded in order
for the intercept to be used later as evidences in a legal proceeding. So, in every type of
interception there is a need to determine the presence, identity, and location of the parties
of the specified communication.

Due to the increasing number of the terrorist attacks all over the world, governments
and their intelligence services have re-examined the importance of legally monitoring
telecommunications. Furthermore, in most countries these authorities assert that LI can
be used in all cases of wireless emergency calling and priority access calling [2]. As far
as the wireless emergency service is concerned, LI can be used for tracking and
prosecution of the persons who intentionally make false emergency calls (i.e., calls to
‘911" in Unites States and ‘112’ in Europe). Making false emergency calls is an illegal
act, because it ties up resources that might be needed by someone who actually has an
emergency. Moreover, LI can be used to enable a Priority Access Service (PAS). PAS
can provide the necessary access to the authorities and governmental officials to make



priority calls despite the telecommunication networks being congested or otherwise
lacking resources. Again there is a need to ensure that PAS is only used for proper
purposes and that abuses can be prosecuted [7].

Nevertheless, there are many organizations and people that do not believe that the
usefulness of interception in preventing, detecting, deterring, and prosecuting criminal or
terrorist acts is worth the risk of the violation of individual’s rights, privacy, and
personal integrity. Thus in most jurisdictions there are a need for balance between
interception and privacy.

2.2  Architecture of LI elements

Even though there are some differences in the details of how interception is performed,
the main architecture of LI all around the world is basically the same. The primary LI
requirements and standards have been developed by the European Telecommunications
Standard Institute (ETSI) in Europe and by ANSI in the United States of America
(U.S.A)). In the USA, the regulations concerning LI are spelled out in the
Communications Assistance for Law Enforcement Act (CALEA) [3]. In both Europe and
the U.S.A., a dominant theme was to design LI systems such that information concerning
an interception is communicated only to those persons in the telecommunication
operator’s network that must be involved in a given intercept, in order to reduce the
possibility that someone might compromise an investigation; while simultaneously
ensuring that only the legally authorized type of interception is applied and that it is only
applied to the specified targets of the investigation (i.e., to avoid intercepting traffic
which is not the target of a legal intercept).

The organization that primarily defined the architecture of LI systems (not only in
Europe but also worldwide) is ETSI. Figure 1 gives a generalized overview of the
proposed ETSI LI systems architecture.
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Net Operao
) : A Administrator
intercept related Functien [
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Network N l=§
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Figure 1: General Network Arrangements for Interception as proposed by ETSI (Adapted from [18])



This architecture describes how network operators and law enforcement agencies
(LEAs) interact; even as networks expand and as these networks provide new services.
This general architecture can be applied to all types of intercepts, e.g., to fixed lines,
mobile calls, instant messaging, email, and VoIP. In the U.S.A., after the enactment of
CALEA, the PacketCable surveillance model [3] is being used (See Figure 2). This
approach has many similarities with the ETSI LI model and primarily differs in the
terminology used.

Packet Telecommunication Service Provider

Intercept Intercept
Access (for Call [ g Access (for Call PSTN
Data) CM Content) MG
Service : Intercept :
Provider !:D:r’::gx Access (for Call , Sg&s,:/'l".?:r
Administrator Content) CMTS

Demarcation point

Lawful
Authorization

Collection
Enforcement

Law Enforcement
Administrator

Law Enforcement Agency

Figure 2: PacketCable Surveillance Model (Adapted from [3])

The call data can be separated into two broad categories: Intercept Related Information
(IRI) {Europe} or Call Data (CD) {U.S.A.} and the Contents of Communications (CC).
IRI/CD includes specific signaling information about the calling parties, such as the
destination of a call (the called party), the source of a call (the caller), the time of the call,



call duration, etc. The CC includes the actual content of the communication, such as the
message, video, voice, or other contents.

Figure 3 illustrates the distinct separation between the Public Telecommunication
Network (PTN) and the networks which are used for the processing and distribution of
the intercepted information. Generally, there are three basic elements in this architectural
model [3]:

e An Internal Intercept Function (IIF) which is located in the PSTN operator’s
network nodes is responsible for collecting the targeted data — both the
Intercept Related Information (IRI) and the Contents of Communication (CC)
according to the specific LI request [3].

e The Administration Function (ADMF) is located inside the PTN and
communicates with the IIFs and Mediation Function through an Internal
Network Interface (INI). The Administrative Function (ADMF) is responsible
for managing the orders that specify interceptions [3]. The ADMF is accessed
through a web based graphical user interface (GUI) that is only accessible to
authorized users. ADMF organizes all the tasks necessary for the interception.
For each instance of an intercept order, a Warrant ID and Case ID are assigned
by the LEA. For each of these intercept orders a starting and ending date is
specified — this defines the exact duration of the interception. The intercept
order also specifies the kind of the intercepted data that is to be collected (IR,
CC, or both).

e A Mediation Function (MF) is located inside the PTN which communicates
with IIFs using INIs and the Handover Interfaces (HI2 and HI3) to
communicate with the Law Enforcement Monitoring Facility (LEMF). Before
transmitting data of these interfaces, the intercepted data (IRI and/or CC data)
— which comes from the IIFs — are formatted properly. After validating that
this data is to be provided to a specific LEMF, based upon the ADMF target
details, the specified data is sent to the specified LEMF through HI2 (IRI)
and/or HI3 (CC) [3].
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Figure 3: Basic Elements in LI (Adapted from [3])

2.3 Laws

A majority of the countries around the world have enacted laws that enable
government  agencies (including their intelligence services) to  monitor
telecommunications networks. This legislation attempts to protect the private lives of
citizens against possible abuse of power, based upon unwarranted interception. The
pioneer among the countries that established a legal framework for lawful interception
was U.S.A. Other countries have imitated the United States in this field, but there are
some important differences in the details of LI according to each country’s perception of
their own needs.

2.3.1  United States of America

As U.S.A. faced the problem of LI very early, their government passed a wiretapping
law under Title III of the Omnibus Safe Streets and Crime Act of 1968 [19]. This law
defined the wiretapping procedures for criminal investigations. Later when ‘“national
security” was viewed as being at stake, another federal law was enacted to allow the
lawful electronic monitoring of communications regarded as “foreign intelligence
information” [4]. This legislation specified how these intercepts were to be conducted



within territory that was controlled by the United States. This law is widely known as the
Foreign Intelligence Surveillance Act (FISA) [4] and it permitted surveillance with
warrants in three basic cases [4]:

e Any person in the United States that communicates through wire
e A U.S. person ' in the United States that communicates through wire or radio

e Anyone inside the U.S.A. that communicates through radio with people - all
of whom are in the United States

However, FISA included an important clear exception: There was no need for a
warrant to intercept radio communications between people outside of and people inside
the U.S.A. unless the intelligence services were monitored a specific U.S. person that was
inside the United States. Although this was initially considered a temporary exception,
there has been no amendment of this point of the law; hence this type of warrantless
interception exception continues to exist. In February 2008, the U.S. Congress tried to
pass a bill that would amend the FISA law [15], by granting new authorities for
conducting electronic surveillance against foreign people. But the promised retroactive
immunity for the telecommunication companies that helped the national agencies to
perform such intercepts is still an open issue, as the House of the Representatives passed
the bill without this retroactive immunity.

The increasing use of fiber optics has changed how international communications are
performed; specifically the percentage of communications that is carried by radio
communications links has decreased very significantly. As a direct consequence, the
warrantless interception exception that existed under FISA became less applicable. There
was a major need for an update to FISA; in response to this demand, the U.S. Congress
enacted the Communications Assistance for Law Enforcement Act (CALEA) in 1994.
The main intention of this law was to require “the telecommunications carriers ensure
that their equipment, facilities, or services provided the necessary capabilities” [1] in
order to assist the government in its electronic surveillance. Therefore, every telephone
company in the U.S.A. had to create the necessary infrastructure that would allow the law
enforcement agencies to monitor a phone call as transmitted over its network, and also
make available Call Detail Records (CDR). In addition, the law requires that telephone
companies provide a secure method of telephone surveillance that is not traceable by the
target person. Finally, the data intercepted by a CALEA device is to be delivered to the
premises of the LEA simultaneously with its capture.

After the terrorist attacks in the City of New York on the 11™ of September 2001, the
U.S. Congress enacted another law that enhanced both CALEA and FISA. This law is
known as the USA Patriot Act. The main goal of this law is to extend the interception to
include the publicly available broadband networks and VoIP services. Moreover, there
was “no requirement of any warrant (in any medium) for communications of U.S.
persons located in the United States with persons ‘reasonably believed to be located
outside the United States’ ” [5]. However, since modern telecommunication technology
(e.g., Internet, mobile phones, VolP, etc.) often supports mobility, it is not very easy to

VU.S. ctizens, permanent residents, and U.S. corporations



determine the real location of a targeted person. So, surveillance may include traffic of
people that are not supposed to be monitored -- as the intelligence services can simply
claim that they did know the location of the parties. Additionally, several amendments to
U.S. legislation have been enacted in order to broaden the powers of government
surveillance to include more people (i.e. inclusion of financial transactions, particularly
those involving foreign individuals and entities; broadening the definition of the terrorism
to include “domestic terrorism” [8]).

2.3.2  Eurgpe

The European Union (E.U.) issued a Directive (95/46/EC [9]) that defines the Lawful
Interception of Telecommunications with the simultaneously protection of individuals. In
general the directive defines the nature of the intercepted data and gives additional details
on how the data may be used. Although many countries inside the E.U. were not pleased
with this directive, all of the member countries finally accepted it as amended in
Directive 2002/58/EC [10]. This acceptance occurred due to political pressure following
the increase in terrorist attacks all over the world. Although Europeans are supposed to be
more sensitive concerning privacy, their laws concerning data retention can be
characterized as even more strict than those in the U.S.A. Finally, Directive (2006/24/EC
[11]) specified “the retention of the data that is generated or processed in connection with
the provision of publicly available electronic communications services or of public
communications networks” [11].

2.3.3  Telecommunication Data Retention

One of the major parameters in electronic surveillance is data retention (or
preservation). Retention refers to “the storage of telephony and Internet traffic” by
companies that provide these services. This data specifically includes Call Detail Records
(CDRs) (as they provide details of the incoming and the outgoing calls), sent and
received emails, visited web sites of the customers of ISPs, and also the location of the
customers of telecommunications companies. The preservation of such data gives
governments the ability to collect, analyze, and finally monitor the life of hundreds of
millions of individuals - allowing in this way mass surveillance of almost the entire
population.

The European Union issued a Directive (2006/24/EC [11]) that specifies in detail the
period of data preservation and also the kinds of information to be stored. The period
varies from 6 months to 2 years, according to the nature of the data. The content of the
CDRs can include the following [11]:

e Trace and identify the source of a communication

e Trace and identify the destination of a communication
e Date, time, and duration of a communication

e Identity of the type of communication

e Communication device

e Location of mobile communication equipment
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Although all the member-countries of the E.U. must adopt this directive as a national
law, countries maintain the right to postpone the application of the directive in the fields
of the Internet (visited web sites, sent and received emails, and VoIP) for more than 18
months. Furthermore, each country can extend the storage period of the CDRs according
to its own needs, even though the initial proposal of the committee of Civil Liberties,
Justice, and Home Affairs (LIBE) was to retain them for maximum period of 12 months.

As a consequence of the legislation of the above directive, many organizations and
also individuals declared their opposition to the retention of this kind of data - as the
investigation of terrorist attacks could be solved by keeping only the legally intercepted
data. Moreover, CDRs can assist the police to find people that committed crimes only
after a terrorist attacks and not before. Another point of the opponents to data retention
is the excessive power that the state obtains to monitor and control the lives of
individuals. As has been all too frequently observed, a common practice is that CDRs
will be used by the police against any group or individual who opposes the government’s
plans or actions. Finally, opponents highlight the time frame of the preservation of the
CDRs as excessive. As the retention time can be extended up to 2 years or more, this also
causes a serious economical impact upon all the companies that are required to keep all
these records, as in many countries they must pay the preservation costs (an exception to
this is the country of Finland, where the government pays the storage costs).

2.4  Greek tapping

As described above, the main reason for lawful interception is supposed to be the
identification of terrorists and the prevention of their attacks. However, the
implementation of the required software and hardware for this legal interception can also
be used for illegal monitoring of people (i.e., illegal tapping); even without the
knowledge of the network operators or the LEAs that such interceptions are happening.
One of the most recent incidents that perfectly illustrate this situation is the illegal
interceptions that took place in Greece during the Olympic Games in 2004.

In March 2005 the largest mobile company in Greece — Vodafone Greece — announced
that rogue software had activated the lawful interception mechanism implemented in the
telephone switches used by the company. The result was that over 100 mobile phone
numbers which belonged to a number of important Greek politicians (including the prime
minister of Greece) and high ranking military staff had been tapped for at least one year
without any warrant from a LEA. Many have asked: How could this happen? It is clear
that some “really knowledgeable people managed to infiltrate the network of Vodafone
from outside or subverted it from within” [6], as the perpetrators managed to implant the
illegal software in four of Vodafone’s mobile switching centers. These switches are
located in the heart of their mobile phone network. This software took advantage of an
upgrade to the switches that took place in 2003. This upgrade to Vodafone’s network was
to provide the ability to monitor its customers via a remote-control equipment subsystem
(RES). The RES can copy a conversation (of a wiretapped phone) to a second stream and
send this copy to the LEA. The rogue software activated the RES for specific phone
numbers while simultaneously erasing any tracks that might reveal its presence. The key
to the illegal interception was “to use the capabilities of the RES without using the
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dialog-box of the interception management system (IMS) that would have made auditable
logs” [6].

The uncovering of this interception happened accidentally. The intruders upgraded
their software in January 2005. However, this caused several problems in the delivery of
text messages to other mobile phone companies. Due to this problem, Vodafone with the
help of Ericsson’s specialists started an extensive search for the cause of the SMS
delivery problem and they finally discovered the existence of the rogue program.

As far as the identity of the intruder, many scenarios have been suggested, but none of
them offers sufficient evidence. One of the dominant theories is that a Greek company,
Intracom Telecom, which had taken over the programming evolution of a part of
Ericsson’s AXE, was involved. Moreover, one of the hacked Vodafone exchanges was
located on the campus of the main Intracom facility. Another scenario that appeared in
newspapers pointed toward United States agencies, which feared terrorist attacks during
and on the Olympic Games in Athens. Moreover, the U.S.A. agencies were believed to
have the knowledge necessary to perform the interception. Finally, the location of the
monitored phones correlated with apartments and other property under the control of the
U.S. Embassy in Athens.

However, the Greek state fined Vodafone €76 million and fined Ericsson €10 million
for this interception and their mishandling of the situation (e.g., not preserving evidence).
Still there is no final decision on the identity of the perpetrator(s) or the reason for the
monitoring.
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3 LI in telephony (fixed and mobile)

Both criminal investigations and national security concerns oblige governments and
their law enforcement agencies (especially in the U.S.A. and in the E.U.) to utilize voice
telephone interception systems in order to collect and analyze the information that was
produced by telephone calls. Such interceptions have helped police agencies in the
investigation of complex criminal affairs and in the prosecution of the culprits — despite
frequent accusations of misuse of the interception technology.

However, after some research concerning the credibility of the telephone interception
tools — with respect to legitimate security concerns — such interception was proved to be
very susceptible to a plethora of countermeasures that a subject® can use in order to
prevent the accurate tapping of the subject’s calls. These countermeasures mainly exploit
“the use of in-band signals between the telephone network and the law enforcement
agency” [12]. The use of these countermeasures showed that they can “obscure not only
the content of a call, but also the metadata that indicates the presence of a communication
and also its endpoints in a way that is sometimes difficult to be detected” [12].

A serious consequence of the above is to undermine lawful interception to an extent
that not only negatively impacts the accuracy of the tapped contents, but also to “the
acceptability and weight of legal evidence derived from it” [12]. These weaknesses can
be alleviated with the application of some recommendations that try to reduce the
susceptibility of the lawful interceptions techniques to attacks. These recommendations
are detailed in section 3.2.3.

3.1 How does LI work in a fixed telephony setting?

In the U.S.A. there are two federal laws that regulate how telephone wiretapping can
be conducted; the Federal Wiretap Act (Title III) and the Foreign Intelligence
Surveillance Act (FISA). These two laws specify three categories of wiretaps that law
enforcement agencies can use.

The first category is called a pen register or dialed number recorder (DNR) [12] which
is an electronic device that can record all the digits dialed from a particular telephone line
and also other outgoing signaling information. A pen register tap is only allowed to
provide traffic analysis of the targeted line and not the audio contents of calls. In order to
be allowed to use this interception technique, a judicial authorization is needed; which is
not very hard to acquire — basically the requirement is a suspicion of an illegal activity.

The second category is the “trap and trace device” [17] which is an electronic device
that is used in order to show all the incoming calls for a specific targeted telephone
number. This device is generally used in concert with a pen register (as the pen register
deals with the outgoing calls of a targeted telephone number).

The third category is known as full audio interception. From the name it is clear that
this intercept records not only the signaling and the dialed numbers, but also the actual
audio (i.e., the call contents). Due to the addition of the audio the authorization for this

2 “Subject” is a term for the person who is target of the LI
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kind of interception is more judicially difficult than obtaining a pen register or trap trace
authorization. Moreover, the expenses of a full audio interception are high, as it requires
“continuous real-time monitoring” [12] by the law enforcement agency.

Apart from the above three categories of interception, law enforcement agencies are
casually using telephone records (i.e. CDRs) as a source of information about subjects.
The main disadvantages of the telephone records are that they (1) concern a “subject’s
past telephone activity” [12] instead of current or potential future activity and (2) they are
not practically available to the law enforcement agency until sometime after the activity
has occurred [12].

3.1.1  Wiretapping methods

As far as the above three categories of telephone intercepts (often referred to as
wiretaps) are concerned, the same technological equipment can be used in order to
implement them (in a pen register intercept the copying of the audio can be disabled).
There are two widely known methods that can be used for wiretapping: the loop-extender
and the CALEA taps.

A loop-extender (shown in Figure 4) is the oldest form of wiretapping technology. It is
used exclusively for wire line (POTS) telephone lines. The main feature of this method is
the use of a second line (called a “friendly line”) that connects the subject’s telephone
line (called a “target line”’) directly with the law enforcement agency’s premises. The
friendly line can either be a dedicated leased line or a regular dial-up line that can be
placed on the subject’s premises or in the telephone switching center. In order to
implement this tapping no special hardware is needed; where the loops are jointed, a
small device — called a loop extender — is located in order to “ensure proper isolation and
level equalization of the intercepted content” [12]. Note that loop extender is also used
for some normal telephony local looks to increase the distance that the subscriber can be
from the local exchange. The loop extender captures all the audio (and signaling) on the
target’s line and sends it via the friendly line to the premises of the law enforcement
agency. At the end of this loop, the pen register equipment which is located in the law
enforcement agency building decodes the dialed digits and the call activity signals.
Moreover if authorized the equipment can also record the call contents. Note that when
using a loop extended the telephony operator has no control over what information the
law enforcement agency records for an outgoing call, since the LEA receives all of the
signaling and call contents.
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Figure 4: Loop-extender architecture (Adapted from [12]

Apart from the loop extender there is also a newer wiretap method — known as CALEA
taps (see Figure 5) — which were designed to comply with CALEA requirements. The
CALEA standards specify the existence of a standard interface between the law
enforcement agencies and the telephone network providers (both wire line and cellular
telephone companies). The main difference between CALEA taps and the loop extender
is that the decoding of the signaling information is now performed by the telephone
company, rather than the law enforcement agency. Instead, the law enforcement agency
is connected to the telephone company through a standard interface (known as
J-STD-025A [14] or the newer version J-STD-025B [15] which is used mainly in
America). Another difference from the loop extender is that the J-STD-025A standard
uses two categories of separate telephone lines: one for the signaling information (dialed
digits, on-hook status, call times, line status, etc.) and the other for the call audio. The
line that transmits the signaling information is known as a CDC (Call data channel) and is
linked with all the telephone lines that the law enforcement agency is monitored. The
lines of the second category are known as a CCC (Call content channel); this line
transmits the voice content of all the active monitored lines. The CDC can carry
information for more than one active interception at a time. In contrast, a particular CCC
line can carry the audio information from only one tap at a time, but it can be time
multiplexed to carry the call contents from different subjects at different times by
dynamically assigning the line for the active targeted lines during a call.
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Figure 5: CALEA wiretap architecture (Adapted from [12])

3.2 Vulnerabilities in Wiretapping Systems

Even though there is little information (i.e., only limited public available) about the
susceptibility of the wiretapping systems, an extensive survey by Sherr, et al. [12], a
research team at the University of Pennsylvania, showed that there are a lot of threats that
can negatively affect the accurate capturing of telecommunications data.

Apparently, the most prominent threat against a telecommunication tap is the detection
of it. If the advantage of the secrecy is lost, then the whole wiretapping procedure is
likely to be unproductive or counter-productive. Detection can be performed in many
ways. First, if the tapping uses a loop-extender device which is placed near the subject’s
premises it can easily be detected by physical inspection. Moreover, it is known that taps
that change the target’s line transmission characteristics and this can sometimes be
detected with “electronically means like sensitive loss measurements or time-domain
reflectometry” [12]. Another threat is “the penetration of a telephone company’s
information systems by a computer compromise or physical burglar” [12]. While
J-STD-025A specifies that taps should be performed in an undetectable way from the
subject’s point of view, it does not describe how to achieve this.
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The most severe threat that a subject can unleash is the encryption of the voice and
signaling, as this could lead to content and/or signaling obfuscation. The use of
cryptographic techniques is often utilized to provide security between the communicating
parties. However, as of today, voice encryption is not widely used by subjects [12] and
digital voice systems for encryption of “analog telephones systems are not yet widely
available in the market [12]. The major disadvantage of encryption is although it may
protect the contents of a call, it generally does not protect the signaling information.
However, by forwarding all call through an anonymizing third party, even the call
signaling information can be moved to the call contents and hence also be encrypted.

Another public available countermeasure that can affect the CCCs (Call content
channels) in CALEA taps is a denial of service attack against CALEA CCCs [12]. This
countermeasure exploits the dynamic assignment of CCCs as “the number of different
voice channels associated with a monitored line is potentially unbounded if the subject
subscribes to a call-forwarding service” [12]. If the subject and their correspondents
forward their calls elsewhere, there will be no CCCs available for the monitoring of
important calls as every additional call needs a new CCC. It is not clear if the
J-STD-025A standard specifies any defense against this countermeasure, as the published
literature says little about this type of attack.

Finally, evasion and confusion are two additional countermeasures that a subject can
use in order to avoid interception. Evasion means that the subject can prevent legitimate
data from reaching the monitoring system. Confusion means that the subject sends
additional false data along with the original data to the monitoring system. The result of
either of these countermeasures is a serious degradation of the intercepted data’s
credibility. In order to avoid evasion or confusion there are some defenses that can be
used (however, these lead to the eavesdropper’s dilemma®) as by using one defense to
avoid evasion the eavesdropping system is more susceptible to confusion and the reverse.

3.2.1  Countermeasnres against loop-extender taps

As in-band * signaling is used mainly in the loop extender taps, it leads to
vulnerabilities that make loop extender tapping very susceptible to attacks. Mainly, there
are three kinds of countermeasures that a subject can utilize in order to avoid tapping by
the law enforcement agencies: Dialed digit spoofing, incoming calling-number ID
spoofing, and line status spoofing and recording suppression.

3.2.1.1  Dialed digit spoofing

Using this countermeasure the subject can mask the dialed numbers of an outgoing
calling by exploiting the weakness of the way that tapping devices decode dialed
numbers and audio signals. As the transmission (from the phone device to the call
switching center) of a dialed phone number is done in analog form, the use of audio dual-
tone multi frequency (DTMF) signals is obligatory.

3 The eavesdropper’s dilemma (See Appendix A) appears whenever the law enforcement agency lacks knowledge of how the
network and receiver process traffic or if it destroys information processed at low layers of the protocol stack

4 In band signaling is the exchange of signaling (call control) information within the same channel that the telephone call itself
is using [13]
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DTMF digit signals are the outcome of two audio frequency tones: “the ‘low’ tone”
[12] which represents the horizontal row of the keypad of a telephone device and “the
‘high’ tone” [12] which represents the vertical column of the keypad. These two tones
signals are combined when a telephone user presses a key on a phone device in order to
generate a tone that will specify to the call switching center the pressed key. The DTMF
standard specifies the existence of the numbers (0-9), characters (* and #), and a column
with the letters (A, B, C, and D) on the keypad.

697 Hz 1 2 3 A - —
770 Hz 4 5 6 B!
i ‘I 852 Hz + 1,633 Hz
852Hz | £ E} __________ 91 _________
]
941 Hz - 0 # D E
1,209 Hz [ 1,336 Hz [ 1,477 Hz | 1,633 Hz

Figure 6: Dual-tone multi-frequency (DTMF) keypad and waveforms of generated tone
(Adapted from [12])

Even though in the majority of cases the generated tone signals are accepted by the
DTMF decoders, there are times that a generated tone signal that is on the edge of the
standard can be rejected by some DTMF (but not all) decoders as invalid. The parameters
that specify if a generated tone is accepted or not by a DTMF decoder are: the precise
frequency of the ‘low’ and the ‘high’ tones, their amplitude, the signal duration,
waveform distortion, external noise, etc.

According to the experiments conducted by Sherr, et al. [12] analog telephone
subscribers can discover the threshold of their switch’s DTMF decoders, then later uses
this knowledge to create signals that will be treated differently by other decoders. In a tap
system that uses a loop extender device there are two different DTMF decoders, one at
the telephone company’s switch and the other at the law enforcement agency. Every
dialed digit from the subject’s line is processed independently by the two separate DTMF
decoders. As a result a dialed digit may be accepted as valid by the telephone company’s
switch decoder and not the wire tapper or the opposite.

Sherr, et al.[12] showed that after discovering the threshold characteristics of a
telephone switch’s DTMF decoder with the help of a laptop, the subject can construct
bogus digit encodings in order to be rejected as invalid by the switch’s decoder. Despite
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these encodings being rejected it is very possible that they will be accepted by the law
enforcement agency’s decoder. The bogus signals are used to confuse the monitoring
system. On the other hand, “non-standard digit encodings” [12] can be created that will
be accepted by the telephone switch’s DTMF decoder, but will be ignored by the law
enforcement agency’s tap. These signals attempt to evade such a tap.

From the above it can be seen that a wiretap can be either liberal or conservative. If a
wiretap is liberal, it will accept signals that will be ignored by the switch, thus achieving
its goal of confusing the tapping agency. If the wiretap is conservative, the digit signals
will only be accepted by the switch and these digits will evade interception.

The effectiveness of this confusion and evasion is highly likely in every wiretapping
system that uses its own DTMF decoder and interprets the dialed digits on its own. Even
though a subject cannot be sure of how liberal or conservative a law enforcement
agency’s DTMF decoder is; the subject can unleash both of the threats in concert in a
whole digit sequence. This means that “the subject sends n random noise digits” [12] that
are dialed among the k ‘real’ digits in a random sequence. The ‘real’ numbers are sent
using evasion and the noise numbers using confusion. With the above combined method,
the real dialed number can be masked from the tapping. An important point is that the
recording of false data will compromise the ability of a law enforcement agency to
present this data as evidence during a trial.

3.2.1.2  Incoming calling-number ID spoofing

One of the extra options that a subscriber has is to screen the calling-number ID
(CNID) when he or she receives a call via his or her phone device. Between the first and
the second ring, with the help of in-band signaling, the calling-number and sometimes the
related name are transmitted and can be presented on the screen of the phone or a special
phone device belonging to the subscriber. When a subject has activated the CNID service
it is clear that the law enforcement agency can also monitor this information.

However, if the subject uses some countermeasures lawful interception can lose
valuable information. Sherr, et al. [12] showed experimentally that with the use of forged
signals the subject can confuse the capturing of the real CNID. However, evasion cannot
easily be performed as the central office (CO) is responsible for the transmission of the
CNID. During their survey the researchers periodically replayed a counterfeit CNID —
with the help of a sound card — whenever the subject’s line was on-hook. The result was
successful deception of all the tested DNR devices. Another countermeasure is to
generate counter-signaling when the CNID is being set — since with suitable signal
processing the signal can be received at the subject device, but corrupted for the loop-
extender tap(s). Technically this has to do with the need for a given signal to noise ratio
to properly receive the data, the likely longer path to the LEA decoder, and the three wire
analog telephone circuit.
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3.2.1.3  Line status spoofing and recording suppression

The main disadvantage of the loop extender taps is the use of the in-band signaling by
the telephone, the central exchange, and spoofing devices used by the subject. Due to
this, a subject can remotely unleash an ‘attack’ by spoofing the on-hook signal which is
generated from the loop extender with a result of disabling the audio monitoring
equipment.

It is known that in loop extender systems, the signaling data and the audio are
transmitted to the law enforcement agency over the same channel — the friendly line — in
the “analog voice-band domain™ [12]. This is the characteristic that makes the loop
extender susceptible to exploitation from the subject; but it is also the feature that makes
such a loop-extender inexpensive and low complexity.

A monitoring system gathers many call-processing signals from the subject’s line.
These signals can be separated into two categories. In the first category, the signals
(DTMF encoded dialed digits, CNIDs, dial tones, and ringing signal) are encoded in “the
voice-band audio domain” [12]. So, these signals are simply passed to the friendly line
through the loop extender and can be deciphered at the law enforcement agency.
However, the second category of signals (including on/off-hook state and incoming-call
ringing signals) are not encoded in the voice-band audio domain. Even so, the loop
extender device can detect these signals on the subject’s line, but cannot relay them in the
same form over the friendly line (to be processed remotely by the law enforcement
agency). To solve this problem these signals are encoded as “special audio tones
superimposed on the friendly line audio” [12], in order to be recognized and decoded
later by the law enforcement agency.

A signal that is very vital and is not included in the voice-band audio domain is the
on/off-hook status. The on-hook status means that a line is idle, i.e., — no audio or other
signals are transmitted at the moment. In order for the law enforcement agency to
recognize that the subject’s line status is on-hook, an idle tone is transmitted continuously
on the friendly line. If there is a transmission of some signals over the target’s line, then
the idle tone is automatically removed from the friendly line. The representation of the
idle tone is done using the DTMF C digit that produces a two-frequency audio signal
(852Hz+1,633Hz). According to the survey [12] all the loop extenders in the market use
the C tone to indicate that the subject’s line is on-hook. As the on/off-hook status signal
is sent through the same line, it is easy for the subject to send an “identical-sounding
signal” [12] during a call in order to spoof the law enforcement agency’s on-hook
detector, thus avoid the call being recorded.

According to Sherr, et al. [12], some loop extenders devices have unexpected
behaviors and can perform unexpectedly if a DTMF C idle signal is not followed by new
call setup signals. If this happens, then the friendly line will be disconnected and will
again try to reconnect. The reestablishing of the connection will take at least 30 seconds.
During these 30 seconds no recording of audio can be performed. So, if every 30 seconds
the subject sends a DTMF C signal, then no audio can be monitored by the LEA wiretap
hardware!
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Moreover, the use of the DTMF C idle tone can negatively affect full audio wiretaps.
As loop extenders do not record audio when a DTMF C tone-pair is transmitted, it is easy
for the subject to continuously send a low volume DTMF C tone-pair during a call in
order to spoof the loop extender and avoid the recording of the call. While it might be
assumed that only low quality call service can be established if a DTMF C tone-pair is
transmitted continuously, however, this can be avoided if the DTMF C tone-pair is not
sent at high amplitude. Sherr, et al. [12] showed that the loop extenders could be deceived
and would stop recording even when the transmission of a low volume DTMF C tone-
pair was present, yet this allowed an acceptable and comfortable conversation to be
conducted. Additionally, using signal processing the DTMF C tone-pair could simply be
recognized and subtracted from the received signal — as long as it has roughly constant
amplitude and the sum of the amplitudes of the actual signal in the pass band for these
two tones is within the range of the receiver.

The above countermeasure can be prevented only by filtering the DTMF C tone-pair
signal from the point of the loop extender, in order to send the correct information over
the friendly line. However, according to Sherr, et al. [12] no loop extenders in the market
can perform such filtering.

3.2.2  Signaling countermeasures against CALLEA taps

As the loop extender taps face serious problems with the credibility of the wiretapping
due to the in-band signaling, the J-STD-025A standard tried to avoid this problem by
separating the channels that deliver the subject’s signaling (CDC and CCC) with a
simultaneous decoding of the DTMF tones at the telephone company’s switch instead of
by a device at the law enforcement agency. The main idea was that by using a separate
channel for the signaling (out-of-band), line status spoofing could be prevented.
Moreover, as the DTMF decoding is now done in the telephone company switch’s call
processing system, it is more probable that the “reported digits” [12] to the law
enforcement agency are more accurate than those that would be produced by the loop
extender device and that these reported digits correspond to those used by the switching
center.

Although CALEA taps are considered more robust than the loop extender taps,
CALEA’s taps face similar credibility threats. The J-STD-025A standard specified “only
a standard interface between the telephone company and the law enforcement” [12]; the
problem is that it did not specify any particular implementation of this interface. So, even
though the telephone company’s switches are supposed to report the real digits that were
produced by the call processing system, there is no guarantee that they actually do. As a
consequence, the law enforcement agency may gather false calling-numbers.
Furthermore, Sherr, et al. [12] showed that ‘post-cut-through’ digits (for example, extra
digits that could be used with a direct inward dialing exchange to reach a specific
extension of the destination PBX) which are transmitted through the CDC can still be
confused or evaded as they are processed by a “remote endpoint” [12] and not by the
switch. Finally, in CALEA taps there is still the countermeasure of recording suppression
that results in the evasion of call-conversation recording.

In some CALEA implementations the DTMF C tone-pair signal is used in order to
declare that the CCC channel is idle. In many CALEA CCC systems this DTMF C
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tone-pair signal will disable recording. The continuing use of the DTMF C tone-pair
signal may be motivated in order to achieve backward compatibility with the loop
extender systems. Moreover, the U.S. Federal Bureau of Investigation (FBI) and the U. S.
Department of Justice requested the use of a continuity tone (not necessarily the DTMF C
tone-pair signal) in order to know when a CCC channel is idle or not. However, “the
majority of the CALEA vendors™ [12] are using the DTMF C tone-pair as an optional
feature for the declaration of an idle CCC channel.

The result of the use of the DTMF C tone-pair signal is the same as in the loop
extender taps. The subject can transmit a continuous DTMF C tone-pair at a volume that
will discontinue monitoring, while allowing a good quality of call-conversation. As the
same tone-pair signal is also used in the loop extender taps, the subject does not have to
worry if the agency is using CALEA or loop extender methods for the recoding, as the
countermeasure evades recording using both alternatives.

3.2.3  Suggestions for reducing vulnerabilities

The lack of diverse monitoring systems and the convenience of finding equivalent
equipment in the market (by a simple search on the Internet) leads to a quite easy
avoidance of lawful interception. In order to make the tapping systems more robust some
improvements must be in order to alleviate the architectural and hardware vulnerabilities
that make an interception susceptible.

As far as the analog loop extender interception systems are concerned there are not
many improvements to be made due to the devices’ inherent design limitations. The main
disadvantage of loop extenders is the use of the in-band signaling which can easily be
compromised by several different types of attacks.

On the other hand, CALEA systems can more easily be made less susceptible to some
interception countermeasures. As one of the most serious problems is the use of the
DTMEF C tone-pair in order to specify the start or stop of recording, the CCC channel of
the law enforcement equipment must be configured properly in order not to be shut off
when a DTMF C tone-pair is present. Sherr, et al. [12] suggest the use of the CDC
channel, instead of the CCC in order to determine when the recording will stop or start.

Moreover, all lawful wiretaps should be checked by investigators in order to check for
signs of signaling countermeasures. This should be performed for both CALEA and loop
extenders interceptions. Specifically, the CDRs of the telephone companies should be
compared with the records of the dialed numbers and the call times that the law
enforcement agency gathered from their monitoring in order to reveal recording
discrepancies. Of course obtaining this data from the telephone operator will mean that
either more people inside the operator’s network will now be aware of who is the subject
of a tap or that an automatic means must be made available for LEA to access the CDRs
— without easily being detected.

Finally, all the interception standards (including the J-STD-025A) should be tested
against a broad threat model designed to reveal all the weaknesses of these wiretapping
models. If a weakness is detected, then the architecture of the monitoring systems should
be redesigned by taking into consideration the possible countermeasures that a subject
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can unleash in order to avoid them. However, the introduction of a new standard will take
a long time, which means the persistence of these vulnerabilities for some time.
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4 Llin VoIP

With the prevalence of broadband Internet connections (generally fast Internet),
another means of communication was added to the plethora of the means that people can
use in order to make voice calls to each other. This technology, which has recently
become popular, is widely known as Voice over IP (VoIP) and uses the Internet or other
packet data network in order to establish a call to another workstation/PC/PDA/... that
has the same software installed or via a gateway to mobile or fixed line phones.

Many people including specialists believe that sooner or later VoIP will replace fixed
line telephony, as it has significant advantages compared with traditional telephony. Even
though VoIP has not replaced telephony yet, millions of people use VolP for their
everyday calls, thus reducing their use of traditional telephony.

However, the spread of the VoIP technology caused serious headaches with regard to
making lawful intercepts. The reason is that it is not easy to detect and record a VoIP call
to/from a target because the Internet operates in a very different manner than fixed or
mobile telephony. In the following sections, a description of the nature of VoIP is given;
along with an explanation of why VolIP interception is problematic.

4.1 How VoIP works

VoIP can be characterized as a revolutionary technology as it can (and likely will)
transform the global phone system. VolIP uses the Internet, which is an existing and
widely available network, in order to make calls via a standard Internet connection.

VoIP transforms the analog audio signals into digital data, packetizes this data, and
transmits it over the Internet. Today, there are three different ways for individuals to
utilize VolIP:

e An analog telephone adapter (ATA) is a device that allows a user to connect a
standard phone to his/her computer or router and make a call. The ATA
performs the necessary analog-to-digital and digital-to-analog conversion of
the signals, performs the signaling necessary to set up a call or to receive one,
and provides power to the telephone handset. These devices enable a user to
quickly and easily connect their existing telephones to the device and connect
it to the Internet.

e [P phones are specialized digital phones that are equipped with a handset,
buttons. The main difference from traditional phones is the use of a RJ-45
Ethernet connector instead of a RJ-11 telephone connector. This enables the IP
phone to connect directly to an Ethernet hub, switch, or route. Versions exist
that utilize IEEE 801.11b wireless local area networks (WLANS), thus the use
can connect anywhere there is an IEEE 802.11 access point which will allow
the user to connect to the Internet. Extensive networks of open or nearly open
WLAN access points exist to facilitate this type of connectivity (see for
example FON Wireless Ltd.”).

5 http:/ /www.fon.com/
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e Computer-to-computer VolP is the most widely known way of using VolP.
All that is needed is to download free or often very low-cost software, a
soundcard, a microphone, speakers (or headset) and a fast Internet connection.
The main advantage of this for many users is that they can call computer-to-
computer without any additionally charges - no matter what the distance is. Of
course the users have to have Internet connectivity, but this can be by any
means (just as in the above cases).

Switch or router

Figure 7: VoIP service with the use of analog telephone adapter (ATA)

By using any of the above VolIP approaches, home & office users obtain two main
advantages compared with the traditional phone system: low cost and increased
flexibility. By having the ability to make a free (or nearly free) call to another VoIP
terminal no matter how far away it is, enables VoIP users to save a lot of money.
Moreover, the flexibility that VoIP gives users is almost unique - as they can call (and be
called) from anywhere there is broadband connectivity. Furthermore, many extra services
such as caller ID, call waiting, call transfer, repeat dial, return dial, return call, and three-
way calling are provided by many vendors for free, while traditional telephone
companies charge extra for these services. Finally, many advanced call-filtering options
are available from many VoIP companies. Based upon the caller’s ID the user can decide
how he/she will accept/reject/ignore/forward to voicemail/... a call from a specific caller,
at a specific time, in a specific place, ... .

As VoIP operates over the Internet, it utilizes packets, in contrast with the circuit
switching model which is used by the PSTN. The main difference between the two is that
in the circuit-switch network there is a temporary (lasting only for the duration of the
call) dedicated connection between the two parties. In a packet-switched network instead
of using a dedicated line, each packet is routed over a packet network with thousands of
possible paths to the final destination. While in circuit switching the connection is fixed
until the parties hang up, in packet switched network a packet® is sent from one

6 Packets are small chunks of data that contain the payload (a piece of clear information) and addresses (source and destination)
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workstation to another via a series of switches and routers, thus the path through the
network could be different for each packet.

The overall process of the sending data through the Internet can be summarized as
[20]:

e The source-computer packetizes data, creating packets that contain a payload,
source address, protocol, length, ... a destination address which the routers
along the path utilize to decide where to forward the packet.

e The source-computer sends the packet to a nearby router, this router forwards
the packet to another router that is closer to the destination-computer, and so
on.

e Finally, the destination-computer may receive these packets (although the
packets may have taken different network paths to this destination; some may
even have been lost or duplicated) and reassembles the data in the order using
sequence numbers contained in the packets (more precisely the sequence
number is in the RTP header for the packets which contain the actual digitized
audio samples).

The main reason why VolP calls are cheaper than PSTN calls is that packet switching
allows the digitized and encoded contents of multiple telephone calls to be carried the
capacity that would be occupied by only a single call in a circuit switched network [20].
Despite the lower cost calls and the flexibility of making calls, why has VoIP not (yet)
become the dominant means of making calls? One possible answer is the perception of a
lack of reliability, as far as the service is concerned. The quality of a PSTN call generally
very predictable; unlike a VoIP call which can vary in quality - as in the Internet, packet
losses are quite common which can degrade the quality of a call. Moreover, the
broadband connection can have serious delays that can negatively affect the quality of a
call to such a point that it may be infeasible to for the called parties to communication via
voice. However, today the quality is improving and VolIP is gaining acceptance. — thus it
is likely to become the preferred means of voice communication for many users.

4.2 Similarities and differences in PSTN and Internet

Both PSTN and Internet are networks that people are using for their daily
communication. Nevertheless, each operates in its own way, thus giving each some
advantages and disadvantages.

Generally, the PSTN is considered a reliable, secure and moderately expensive
network [22] for providing voice communications. One of the main characteristics of the
PSTN architecture is that significant investments were made (earlier) in its infrastructure
by the telephone companies, the result is a system that is “smart in the center and dumb at
the edges” [22]. Moreover, due to the call establishment process and the maintenance of a
connection until the parties hang up (due to its circuit switching nature), the call has a
high setup cost.

On the other hand, because the Internet operates in a different way, the cost of
transmission of small packets of data is very low (per packet). Moreover, the investments
in the Internet are mainly at the edges with devices that are computers. As a consequence
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the Internet features a dumb infrastructure with routers and transmission channels (even if
some of these devices are computationally powerful) connected to smart edge devices.
While the Internet is considered less secure than the PSTN, it is possible to provide end-
to-end security by using the appropriate protocols at various layers in the end devices.

Despite the differences between these networks and the different services they offer,
there is an interaction between them that cause them to share some characteristics [22].

¢ Both networks use the same physical transmission medium (optical fibers,
coaxial cables, and twisted pairs)

e Both networks are equipped in their central nodes with electronic
routing/switching devices that direct bits through the network.

e Both networks serve large numbers of customers and operators try to provide
services to these customers by efficiently utilizing their investment in
equipment and transmission capacity.

e In both networks there are many companies that operate networks and these
companies either provide interconnections between networks or to additional
customers, hence the operators must cooperate in order to deliver the traffic
that belongs to a user from network A to a user in network B.

e Today both network use digital transmission techniques.

Additionally, the PSTN and Internet differ in the principles upon which they operate
[22]:

e Internet uses relatively inexpensive routers for its operation in an attempt to
minimize the cost of transferring data. Most of the traffic is forwarded on a
best effort basis, which does not provide any guarantee of data delivery. In
contrast, the PSTN uses expensive switches in order to provide a reliable
quality of service.

e Internet is a dumb network with smart edges. The PSTN is a smart network
with dumb edges. This means that in the Internet the cost is the same no
matter what type of application the user is using. Conversely, in the PSTN
when new services are added there is often a high charge for using them — as
the high cost of implementing the service via the network must be recovered
by the operator.

e In the Internet evolution of services come from unexpected places. Anyone
can create a new service and test it. On the other hand, in PSTN innovation
was mainly the privilege of telephone vendors.

In conclusion, the architecture of these two networks represents the available
technology of each epoch. Although digitization and fiber are bringing the two networks
closer, there remain some clear differences.

4.3 SRTP in VoIP

The Secure Real-time Transport Protocol is considered the secure profile for the
Real-time Transport Protocol. RTP is used to carry the digitized real-time audio (and
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other media) data over IP networks. SRTP was designed to provide security against the
threats that RTP packets confronted. SRTP provides this by data encryption, message
authentication and integrity, and replay protection of the RTP data.

As RTP packets carry audio and video data these packets are essential for providing
conversational VoIP services. But the security problems that Internet bequeathed to VoIP
made VoIP services vulnerable to several types of attacks (forged data, man-in-the
middle attack, etc.). As a consequence SRTP was designed to fill this security gap. RFC
3711 [43] defines in detail the main objectives; the format; and the algorithms that are
used for encryption, message authentication and integrity in SRTP. From analysis of this
RFC and the proposal [44] & licentiate thesis [45] of Elisabetta Carrara, it is easily
understood how SRTP has proved to be important for enabling secure communication
over VoIP. Today a plethora of VoIP clients (i.e. minisip [50], Gizmo5 [51], Globe7[52],
KPhone[53], etc.) implement SRTP in their software.

4.4  Security Problems in interception of VoIP calls

It is widely known that lawful interception is more successful in the PSTN than in the
Internet. Why is this true? In fixed telephony callers use fixed phones which are always
connected to the local telephone company’s exchange. The switch at the local exchange
must support wiretapping’. This means that the wiretapping hardware and software are
quite well secured as only authorized employees have physical access to the interception
system. Moreover, this interception is very effective as the switch that serves the target
number directly supports wiretapping. So, even if the monitoring has to do with an
incoming call that is going to be forwarded somewhere else, the interception can be done
since the call first reaches the local switch (or at least the local operator) before being
diverted.

What happens in the case of VoIP? Compared with traditional telephony, VoIP has
two basic differences that render it problematic for interception. First of all, the target’s
computer is not owned by the carrier (unlike the switch - in the case of the fixed/mobile
telephony). Second, a VoIP call is not associated with fixed location as is generally the
case with the phone numbers in the PSTN. Even if some IP addresses that are used by
computers are fixed, this is not the norm especially due to the widespread use of wireless
networks, Internet cafes, and even home networks that dynamically assign computers
new [P addresses every time they connect to the Internet. Dynamic IP address assignment
is increasingly common compared with static IP addresses, especially with the increasing
use of mobile communication devices. While the details of the dynamic IP address
assignment might be recorded in a database or log file, these records are not centralized
and easily accessible to law enforcement agencies. Additionally, any logs of calls (if they
exist) are also distributed and not easily accessible to law enforcement agencies unlike
the CDRs of calls through the PSTN®,

7'The requirement to support wiretapping is generally part of the regulations for lawful intercept in each country. In the case of
CALEA the law stated the minimum capacity for intercepts as a function of the switch’s capacity. Thus while a switch must
provide facilities for LI, it may be bounded in the number of simultancous intercepts which are possible.

8 Note that with the increase in flat-rate calling plans for telephony, there is no business need for the operator to keep call detail
records for these calls — since they do not need this information for billing purposes. Therefore, the availability of CDRs
many decrease in the future — unless regulations compel operators to create and keep these records.
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In addition, to the problems described above, there is also another problem that can
make Internet LI more vulnerable to attacks. The current LI laws do not distinguish
between the different types of electronic communications [22]. The U.S.A. is facing this
problem with CALEA. There is a high risk to the security of the entire Internet as
companies try to adopt a monitoring model that only has to deal with VoIP, while other
ways of Internet communication may have security holes. This was the main concern of
the IETF Network Working Group when they rejected taking into account wiretapping as
part of IETF’s standards [23]. Several attacks (man-in-the-middle, capturing of identity,
and passwords) [22] can be done, because of the application of a one-dimensional wiretap
law. Thus there is a need for a more thorough analysis of what is needed, what is
desirable, what is feasible, what is required, ... in order to define laws & standards and to
guide implementations.

As far as VoIP calls are concerned, a VoIP provider can help a law enforcement agent
make an interception by guiding the target’s call to a specified “point” where the tap is
installed. However, even if this may work in some cases, the best way to intercept
communication between Alice and Bob is to monitor the local router of one of the two
persons or both of them. Unfortunately, this is not an easy task. In order to accomplish
this, the routers must be under the control of an entity within the jurisdiction of a law
enforcement agency. Every time an interception is needed an authenticated message must
be sent to the network operators (in this case Internet service providers — ISPs) in order to
start the monitoring. This causes a new problem, in the U.S.A. and in many other
countries the majority of the ISPs are small companies who do not have “unlimited”
resources. Unfortunately, compliance with the resource demanding wiretapping
requirements may drive them out of business [22].

However, this is not the only problem that ISPs have to deal with. No matter what the
size of a service provider is, VoIP introduces the problem of multiple identities. A VoIP
user can very easily create multiple accounts in order to confuse a LEA that is attempting
to monitor his or her traffic and/or identify him/her. Multiple identities are something
very common in the Internet, but the recognition of the equivalence of these identities is
not an easy task. As a consequence, a VoIP user with multiple identities cannot be easily
identified by a pen register, since by changing accounts every log entry may have
different caller identity information [22].

While the main problems with monitoring a VoIP call are VoIP mobility and multiple
identities, there are other security issues that make VoIP interception problematic [22]:

e Physical security of the switching/routing equipment into which wiretap
functions are inserted. Small ISPs may not have the expertise for securing
their switching/routing equipment.’

e The ease of creating and using new VoIP identities on the Internet causes
difficulties in identifying the actual target.

? In addition, due to use of co-location facilities the ISP may not have physical access control for this equipment. In co-location
facilities many organizations share a physical site and all place equipment at this site. In some sites this equipment simply has
a label on it indicating who is responsible for this piece of equipment, while in more secure co-location facilities each
operator’s equipment may be located in a physically secured cage within the facility. However, in nearly all such shared
facilities it will be difficult to carry out operations which can not be observed by others.
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e As the Internet is characterized as a dumb network with smart edges, it is
easier for a target to discover that he/she is being wiretapped. In contrast the
PSTN is not as vulnerable as the Internet because of the smart network and the
dumb edges.

e For every interception, the surveillance must be concentrated only on the
specified target. However, mobility and the multiple identities that a VoIP user
can create both cause extra difficulty in isolating only the targeted VolP
communications. Intercepting untargeted subjects will cause many illegal
problems.

e There is no agreement when is best to examine a packet. In a PSTN or in a
mobile network telephony interception is generally based on a unique
identifier, the phone number'®. However, Internet packets do not include this
kind of information. Instead of a phone number associated with a call (session)
in the PSTN, each packet includes source and destination IP addresses.
However, these addresses are usually not static and may change every time
someone connects to the Internet [24]. As described earlier, to find the
mapping between this IP address and a MAC address requires access to the
DHCP logs (in the case of dynamic host configuration protocol based IP
address assignment). Additionally, many network interfaces enable the user to
change the MAC address which this interface uses, so this is not a guaranteed
unique identifier for a device — let alone a user.

¢ Finally the call signaling and the call contents may be encrypted [24]]. There
are two categories of VoIP companies. Those who do not encrypt their calls
and those who encrypt them. Vonage is one of the most well-known VoIP
companies in the first category, as it does not encrypt the packets used for
setting up the calls nor do they perform encryption of the call contents (in fact
they might never see the call contents - as they do not necessarily operate any
of the networks over which these contents might be sent!). On the other hand,
there are other companies that encrypt their VoIP calls (both call signaling and
call contents), but due to their obligation to comply with interception laws,
they are obliged to provide the decryption keys if a law enforcement agency
asks them to do so. In addition to these two categories, there is a major VoIP
company that constitutes an exception leading to headaches for law
enforcement agencies. Skype is the world’s most popular VoIP company with
hundreds of millions users. Both Skype and SIP providers use peer-to-peer
communication for the call contents between the callers. Thus Skype is not
able to provide interception as the call traffic is not handled by it. Moreover,
with strong encryption of packets [26] it is difficult to decrypt them even if the
packets were captured at some point in the network. It is considered that only
NSA [24] has the necessary computational power to decipher Skype’s packets.
However, Skype and some SIP operators might be subjected to law
enforcement agency requests to (1) weaken the client which a given user uses,
(2) disclose the information about the keys which a user is using (if known by

10 Or in some cases an identifier for a specific mobile telephone.
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the operator), and (3) disclose the information they do know about a given
subscriber (this might include the subscriber’s public key, what IP address
they have logged in from, information about how the user pays for their
service(s), etc.).

It is easily understood that all the above factors render lawful interception of VoIP
calls both different and more difficult to perform than in traditional telephony. If a VoIP
caller has a fixed location and a fixed IP address from an ISP, then monitoring the call
can be performed relatively easily as it does not differ (substantially) from the existing
methods of wiretapping in the PSTN. In fact, it may be much easier - since the data seen
by the network and by the user's computer are the same (i.e., taking advantage of
differences in thresholds for dialed number detection, etc. is much harder). However, if
any of the above conditions occurs then the effectiveness of the interception can be
substantially reduced.

4.5 Example of problematic VoIP interception

Suppose there are two VoIP users — Alice and Bob - who are connected to different
ISPs. Moreover, both Alice and Bob have selected a VoIP service provider associated
with another ISP (See Figure 8).

Alice's VolP Bob's VolP
Service Provider (1) Service Provider (2)

VolP call

VolP
conversation

l

. o o

~_ ==
(=22 ) Access Router
VolP user Alice t VolP user Bob

Figure 8: Problematic VoIP interception (Adapted from [22])
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Suppose Alice wants to call Bob. Alice’s VOIP phone uses the Internet to notify her
VolIP provider which informs Bob’s provider, which in turn notifies Bob’s phone, thus a
VolIP call can be set-up.

If an agency wants to start an interception that involves Alice, then the key routers are
the access routers R1 and R2. These are the routers that are quite similar to the local
exchange in the PSTN. However, routers R1 and R2 do not know the identity of the VoIP
callers; hence the interception cannot start here. One of the VoIP providers must give the
order to start the monitoring of its customer. Here is where the problems start. The VoIP
providers can be located anywhere in the world and they are not obliged to have a
“technical relationship™ [22] with ISPs other than their own. Thus Alice's VoIP provider
might not only have no control over router R1, but might not even have a business
relationship with ISP C - hence ISP C would have no reason to process a request from
Alice's VoIP provider to perform monitoring of Alice's call traffic.

The problem would be simpler if the VoIP provider is owned by the ISP that provides
Internet connectivity to Alice (i.e. if ISP A and ISP C are the same). Even if this is
feasible, it cannot be expected to be the norm. One of the best known examples is Skype
which is not associated with any ISP [22]. As the VoIP provider is not associated with the
ISP and the VoIP user can even move from one ISP's network to another (sometimes in
the middle of a call), thus effective interception is not an easy task. Even more difficult is
the case when the user does not use an external VoIP provider, but instead provide this
service themselves - now it become impossible for a LEA to seek the cooperation of the
VoIP provider without tipping off the user that their communication is the target of a
legal intercept!

4.6 Solutions for VoIP interception

According to the above analysis, law enforcement agencies face serious problems in
accomplishing effective monitoring of VoIP calls. They can easily miss a call, they might
not have the ability to decrypt a conversation, and they may be unable to intercept
targeted calls while avoiding intercepting non-targeted calls. However, some
improvements can be made in the way a VoIP interception is performed.

4.6.1 A formal architecture for 1 olP interception

One of the most significant causes for a VoIP call avoiding interception is that no IETF
working group supports a standard for lawful interception [23]. However, a widely
accepted interception architecture that would specify in detail what the functions are and
where in the network they should be done might be successful. This architecture could be
used as a base to which new functions can be added or deleted, if something does not
work properly. Moreover, if such an architecture was widely known, then many
organizations, companies, and individuals might evaluate it, test it, and address open
problems. This evaluation could help further development of such architecture.

In recent years Cisco Systems has made a significant effort to support lawful
interception of VoIP calls. In 2006, they described an architecture for LI known as
Service Independent Intercept [27]. This architecture describes specific Cisco Systems
tools that “can be used by the ISPs in order to construct an LI-compliant network™ [27].
There is a document [28] that describes in detail how interception can be performed in
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Cisco Systems’ LI architecture. The main characteristic is that the interfaces and the
functions are quite similar to those that exist in the ETSI standard for both traditional and
mobile telephony [18]. The Cisco Systems approach shows that there can be an evolution
in VoIP interception architectures as standards have been updated since 2003. By
incorporating this architecture in products which they have introduced to the market, it
has become one of the de-facto standards for VoIP lawful interception.

4.6.2  Use of a Trojan

As already stated, Skype (and a number of other clients) uses strong encryption of the
media between the parties of a call. The result is that even if a lawful intercept agency
managed to intercept these packets it would be difficult to decrypt them by brute force.
To overcome this problem a new way of interception has been introduced by DigiTask
[29], a German company. The main idea for intercepting Skype calls is the installation of
a Skype-Capture-Unit on the target’s computer. This unit (which consists of malware
software) captures the voice and chat traffic directly and diverts it to an anonymous
recording proxy which in turn can forward it to a final recording server. The intercepted
data can then be accessed “via mobile evaluation stations” [29]. Also, the intercepted data
is encrypted for security reasons and compressed to save bandwidth. The forwarding of
the capture-unit’s intercept can be done through email or via direct communication with
the target’s computer. Finally, the analysis of the intercepted data can be done following
decryption and decompression using a media player - which can play voice and other
forms of data back in real time.

Similar to the above surveillance technique is the use of a “key logger” system [30]. A
key logger is surreptitiously installed in the target’s computer and starts recording the
keystrokes from the keyboard. This means that whatever the user of the computer enters
via their keyboard it will be captured by the key logger system (even characters that were
typed and then deleted). The captured keystroke data are sent to the law enforcement
agency. Key loggers can be placed onto the target computer manually or by sending it
remotely as a virus. With this technique encryption does not provide any protection, as
the user’s entry of a key is captured, hence the key can be entered to a copy of the same
software at the LEA and the security circumvented. (note that there can still be
inadequate information to decrypt the intercepted encrypted information — for example
the user might use an external encryption unit which contains the actual key generation
function — thus without access to this information the user entered phase phrase might not
be sufficient)

4.6.3  Watermark technique

In 2005, a university team conducted a survey/experiment [31] about how feasible the
tracking of VoIP calls through anonymizing networks would be. This team proved that
even if a calling party uses a network that anonymities the traffic to make his/her VoIP
calls that a call can be tracked. The main idea behind this tracking method is to embed a
unique watermark into the encrypted VoIP packets. This watermark is based upon a
timing adjustment that can be preserved even if the packet flows through an anonymous
network [31]. A key to the success of the experiment was that the time interval for the
addition of the watermark (i.e., the added delay) has to be less than 20ms or 30ms, as this
is the usual inter-packet delay of a VoIP flow. Due to this constraint the team utilized
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3ms adjustments in order to assign unique labels to VoIP packets. A larger watermark
delay causes a greater distortion in the original inter-packet timing -- which can be
detected by the target. Using this method (See Figure 9) someone who can intercept the
traffic can track when two parties are communicating. Note that this interception can now
be conducted by access to a very high speed backbone link — rather than being restricted
to routers near the caller or callee. The watermark enables the intercept to select only the
correctly marked traffic for further processing.

Transparent VoIP
Watermark
Engine

PPTP Tunnel

Internat Cloud

Skype Peer A Skype Peer B
Low Latency ) Watermarked Original
Watermarked - Intermediate
) p Anonymizing Skype VolP Skype VolP
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Figure 9: Experimental setup for real-time tracking of anonymous VolP calls (Adapted from [31])
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5 Key escrow

During the early of 1990s a new idea for monitoring telephone communications was
introduced in the U.S.A. The primary people responsible for this concept were at the U.S.
National Security Agency (NSA). This concept is widely known in cryptography as key
escrow. The main characteristic of this approach is that the keys needed to decrypt
encrypted data were stored by a Trusted Third Party (TTP) which can provide the key to
a LEA after a court order or an official warrant. By storing the private keys with a TTP,
the government and its LEAs could gain access to all the encrypted conversations
because they could decrypt them after getting the stored keys, without the knowledge of
the target. Of course, storing of the key used to encrypt every encrypted conversation
regards everyone as a potential “criminal” whose communication might need to be
monitored. One of the important questions is who should be the TTP? The main attributes
of the TTP are its widespread trustworthiness and the lack of dependence upon the other
TTPs.

In 1993, the U.S.A. government with the assistance of NSA created an encryption
device that was supposed to be adopted by telecommunications companies for voice
transmissions to implement the key escrow concept. The whole project was widely
known as “Clipper chip”. This project was abandoned in 1996.

Despite the attempts that U.S. government and its agencies made to promote key
escrow as a solution-system that would help nations avoid terrorism and for organizations
to avoid losing encrypted information the reactions of independent cryptographers,
companies, and civil-rights organizations were tenacious and negative. This made key
escrow systems highly controversial and revealed that establishing a suitable trusted party
(or trusted parties) did not result in a feasible solution.

5.1 Government’s key escrow goal

As governments know when cryptosystems are well designed it is very difficult to
recover encrypted data without the correct keys, thus they understand that they need a
widespread system that would provide them easy access to all encrypted data. In order to
achieve this, the idea of key recovery systems arose. These systems would be built in
such a way that they would provide 24 hour accessibility to the master keys enabling the
decryption of encrypted data. However, this availability frightened many people due to a
potential (or inevitable) violation of their privacy, hence governments promoted the use
of key escrow systems by stating that such systems were also very important for industry
which needs a guarantee that it can access its own encrypted data to avoid a possible loss
(for example, following the death of an employee, a physical disaster or other incident
that could destroy the keys or render the keys inaccessible to the lawful owner of the
data). However, the real needs of industry are different from those of governments, as far
as availability of encrypted data is concerned — thus the government’s argument was not
very successful.

As the U.S. government was the global promoter of key recovery systems we will
examine what the officials stated as their goal for key escrow systems. In 1996 there was
a statement in the U.S. Department of Commerce’s encryption regulations, stating their
goal: “envisions a worldwide key management infrastructure with the use of key escrow
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and key recovery encryption items” [34]. They cited the main specifications of global key
recovery systems (which were based mainly upon law enforcement demands [35]) as:

e Access of TTP or government without the notice to or consent of the user.
This also affects “self-escrow” systems where companies may deposit their
own keys, but they must provide a mechanism that obscures the revealing of
the decryption between the key owners and the recovery agents.

e International adoption of key escrow systems. In order to succeed and
provide real help to law enforcement agencies, key recovery systems must be
as widespread as possible. This means that for the majority of the encrypted
data and communications a key escrow system must be used, whether there is
an end-user demand or not.

e Law enforcement agencies demand high availability to the decryption
keys. In the U.S.A. the time to obtain the keys was specified as two hours (i.e.,
near real time). Moreover, the recovery process should be available 24 hour
per day 365 days of the year.

e The system should provide access to encrypted communications as well as
to encrypted stored data. This explicit inclusion of encrypted
communications was important, as industry only seemed be interested in
accessing encrypted stored data as opposed to securing and recovering
communication traffic.

The above specifications were widely seen as incompatible with the needs and
requirements of commercial encryption users. Unfortunately, governments took into
consideration only their own needs, although they tried to appear as if they also
considered the requirements of industry and commercial users; but as they failed to
convince the industry and commercial users that the government’s needs were the same
as or trumped the users’ needs the government’s argument was unsuccessful.

5.2 Clipper chip

Perhaps, the most widely known key escrow implementation was the Clipper chip
[32]. The clipper chip was a cryptographic device which was designed to encrypt private
communications while simultaneously making the conversation’s key available using the
keys held by TTPs. The concept behind Clipper was that the session key would be
encrypted and transmitted along with the session, thus given access to the device’s keys
from the TTP the government agents could easily recover the contents of a telephone
conversation — for example to introduce the call as evidence in court. The intention of the
U.S. government was that all telecommunications companies would be forced to use this
device.

The main idea behind the Clipper chip was that each telephone device would have an
embedded Clipper chip which was responsible for the encryption of all data passing
through the device. Each chip had a unique key. The government stored “a record of the
serial number/encryption key correspondence for every chip manufactured” [32] in order
to have the ability to use it later for monitoring/intercepting a conversation. In order to
calm the fears that many people had against the government possessing these keys and
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the probability of undesired practices, the government decided not to keep the keys only
in a single “safe” place. Instead, each key was broken in two quantities and these two
parts were to be delivered for deposit and safekeeping with two different agencies. The
reason for this was that it would be more difficult to misuse the keys for monitoring
purposes as access to the keys would require the cooperation of two separate agencies. In
order to enforce this status, the U.S. government claimed that voluntary cooperation
without a court order to deliver the parts of the key among separate government agencies
was improbable [32]. Another strong point of the key escrow system was that the pieces
of each deposited key must be XORed in order to produce the actual key. Therefore
knowledge of only one part of the key is completely useless for the retrieval of the
complete key (or even the recovery of any bits of the key!).

For encryption the Clipper chip utilized a classified algorithm known as Skipjack,
which was invented by NSA (note that the U.S. government declassified this algorithm in
1998). Furthermore, the Diffie-Hellman key-exchange algorithm was used for the
agreement of a session key between the peers [32]. The information that agencies needed
to decrypt the packet were included in a field known as the Law Enforcement Access
Field (LEAF) which was transmitted during each communication session. An important
aspect of the use of the Skipjack encryption algorithm was that the LEAF sent from a
caller to a recipient must be valid; otherwise no communication would be permitted. This
had the advantage that a strong encryption algorithm could be used, but the government
could be ensured that since the LEAF was valid they would be able to decrypt it given the
proper key.

Although the Clipper chip escrow system seemed very robust, in 1994 Matt Blaze
demonstrated and described in a paper [33] a serious vulnerability in the security of the
Clipper chip system. This vulnerability occurred because a 16-bit part of the (128-bit)
LEAF contained a hash value that was used as a checksum to ensure the integrity of the
LEAF data. If the receiver computes another checksum over the LEAF, then his/her
Clipper chip would not decode the message. The problem was that 16 bits was a very
small number, thus only 2'° random numbers had to be tested (in a brute force attack)
before finding the correct checksum. In this case the Clipper chip could be used as an
encryption device, but the LEAF field would be invalid and hence the government's key
escrow capability could not yield the correct session key.

As a result of the above serious security defect, the Clipper chip was abandon in 1996.
Although this key escrow system did work it was not adopted, hence the U.S.
government continued to pressure manufacturers to adopt key escrow in order to reduce
the difficulty of decrypting encrypted conversations.

5.3 Advantages of a key escrow system

The main (and perhaps only) supporters of the key escrow systems were and still are
governments and theirs agencies that want an easily controlled method which would offer
secure communication while also allowing lawful interception. In order to persuade
others (i.e. companies, individual cryptographers, and the average person) they tried to
point out the benefits that a key escrow system could offer in society even if the result
was not as expected.
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The main advantage of a key escrow system is that a government and its LEAs can
provide better security for the public, because they can effectively control encrypted
communications by knowing all the keys -- but only if every user is forced to deposit
their master keys with one of TTPs. This means that a LEA can easily access a target’s
conversation even if it is encrypted, by using the master keys to decrypt it. Moreover,
with the proper participation of the TTPs, they hoped to assured that no one could easily
misuse their knowledge to improperly access the master keys and inappropriately gain
access to an encrypted conversation. Because each master key would be broken into parts
and delivered to different agencies (i.e. as was proposed for the Clipper chip), this was
expected to prevent illicit wiretapping as the collaboration of different agencies in an
illegal act (i.e., disclosing a key without proper authorization) was supposed to be
extremely difficult [32]. The assumption was that separating the key into parts controlled
by separate agencies offers a secure way to guarantee that there would not be any
violation of human rights and freedom as illegal decryption of the conversation would
require a lot of cooperative effort.

Another advantage of a key escrow system — in a company — is that it would allow a
company to easily monitor all the communication of its employees. Why would a
company need to do this? Basically, there are two reasons for a company to use key
escrow system [32]. First, if the employees of a company know that their conversations
(even if they are encrypted) can be easily decrypted and read/listened to; then they are
more likely to conform to the company’s policies. Second, the company can assure that
no data will be lost if an employee forgets a password or leaves the company. An
additional reason (in the post-Enron era) that a company might need access to a copy of
an encrypted conversation is to comply with a legal search and discovery order from a
court.

It is understood that in both cases (national and corporate level) a key escrow system’s
main advantage is the 24hour availability of access to encrypted data, thus giving the
responsible authorities the ability to access this data. Unfortunately, this does not mean
that they can control access to this data (as in the event of law enforcement actions the
access to the data might be done without the knowledge or consent of the individuals or
company).

5.4 Disadvantages of a key escrow system

Despite the government’s attempt to persuade companies, independent cryptographers,
and other people of the usefulness of the key escrow systems, the negative reaction was
significant from all sides. From the very beginning key escrow systems were criticized
due to the severe security flaws they suffered and the great potential for possible violation
of human rights and individual privacy. There are a number of risks that make key
escrow highly insecure [36]:

» Introduction of new vulnerabilities
e Potential illegal access to data: As the TTPs have the ability to use the master
keys in order to intercept communication (even without a court order) it is

possible for them to perform illegal acts. Moreover, because the companies or
individuals will not know that the TTPs has used their master keys for
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monitoring them, the company or individual cannot protest this (potentially)
illegal access to their communications. Access to such data may give a
government or its agencies a strong advantage against targets, so there is an
incentive to circumvent court orders and simply access the target’s
conversations. Examples of this type of potential abuse include the U.S.
government's ability to persuade telecommunications companies to give them
unrestricted access to international trunks [40], [41], and [42].

Insider misuse: One of the most dangerous threats that a key escrow system
introduces is insider misuse, for example to produce records that appear to be
legitimate, but which in fact have been forged. As the employees of TTPs may
not be as trustworthy as he/she should be, they might be “motivated by greed
or ideology” [35] to compromise the secrets of individuals or companies
(sometimes this has been part of a scheme to blackmail the individual or
company). This has happened many times in the recent past; in these cases
someone exploited his/her position in order violate others privacy for his/her
own advantage. However, revealing secret information of companies or
individuals is only one type of insider misuse. The other type of misuse is
more severe, in this case a person who has the session keys of a conversation
may “fabricate” contents [37] (i.e. counterfeit contents) that a user never sent
in order to incriminate him/her. This practice has also been used a lot in the
past. However, creating forged contents is a double sided sword at it may
impair the ability to use wiretapped communications as evidence in the
court.[37].

New targets for attack: One of the main characteristics of key escrow systems
is the depositing of the master keys in central databases. This feature makes
these databases a high value target as “the theft of only one private key (or a
small set of keys) which are held by a recovery agent may disclose all the data
or part of them of an individual or a company” [35] or even worse from a
“broader array of communication” [35]. This problem will be highlighted by
the key escrow systems themselves, as for every encrypted communication a
“pointer” must exist in order to direct the LEA how to retrieve the key
information. Thus this “pointer” becomes a target upon which attackers can
focus their efforts for intrusion. Even though, the risk may be decreased by
splitting the keys and delivering them to different agencies, doing so will
create several other problems (i.e. increased cost, longer response times in
order to assemble the keys and provide the plaintext).

Destruction of Forward Secrecy: As key escrow systems enable access to the
session keys of every conversation encrypted by the device, forward secrecy is
not available. Forward secrecy offers two characteristics. First of all, its design
is simpler. Secondly, the system has enhanced security and lower cost. This
happens because if a system uses forward secrecy, even if one key of a
conversation is compromised there is no threat that other communications will
be revealed. For example, in an encrypted telephone call the session key(s)
exists only during the conversation. When the call ends the key(s) are
destroyed (sometimes they are destroyed several times during the same call)
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so later decryption of this conversation is not possible - since the keys have
not been retained. But with a key escrow system the ability to restore the
original communication exists, as the keys which the TTPs have stored enable
one to access the encrypted session keys which were transmitted as part of the
original communication, hence later access to this encrypted communication is
both feasible and simple for a possible subsequent use voiding any thought of
forward secrecy — since all traffic which has been captured from this device in
the past or in the future are accessible.

Storage of the keys in the Key Recovery Center (KRC): Another problem that
a key escrow system faces is what kinds of keys must be deposited for
subsequent recovery. As there are many different kinds of encryption keys, it
is difficult to decide which keys must be stored in the TTPs. For the purpose
of key escrow systems, encryption keys can be divided into three categories.
First there are the keys that are used for encrypting stored data. It is easy to
understand that these keys must be available for the lifetime of the data, as the
owner has an interest in access to his/her information. The second category of
the keys includes those that “are used for the encryption of a real-time
conversation” [38], such as calls. Here the interest in storing these keys is
solely on the part of LEAs or someone else who wants to have access to this
communication. Generally the communicating parties do not want
recoverability of their conversation (although as noted above they may be
compelled to provide this for regulatory or other legal or business purposes).
During the call the keys may be destroyed and new ones can established
without any loss of information between the communicating parties.; thus
these keys are only used for a very limited period of time (the communication
session duration or less). Lastly, there are the keys used for authentication and
signatures which “insure that messages originated from a particular party”
[38]. For these keys there is no need for anyone (either owner or LEAs) to
recover them as they do not prevent lawful access to data, but rather protect
the integrity of the data. If an owner looses a signature key, he/she can
establish a new one very easily (although perhaps at some cost of time and
money). Therefore there is no legitimate need for any of these key categories
to be stored. However, as these keys are usually “indistinguishable from one
another outside of the application in which they are used” [38] all of them
might be stored and consequently they risk exposure in key escrow systems.

» Complexity

Design complexity: According to many professional cryptographers there is a
general admission that building a practical secure cryptographic system is
extremely difficult. The introduction of new parameters in a cryptographic
system may create several new security flaws. Even in non-key recovery
systems which have fewer requirements, many exploitable flaws are still
discovered [35]. Key escrow systems are considered more complex due to the
necessity of key storage. This feature adds a lot of complexity in the overall
design of the system. One of the best examples of the weaknesses (and
subsequent failure) which can result is well illustrated by the Clipper chip.
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Even though the Clipper chip was designed by NSA (an agency with a lot of
experience in cryptography) — security deficiencies still existed. It is important
to note that the weakness was not in the algorithms, but rather the
implementation choice of a short checksum.

Scale factors: Governments and their law enforcement agencies have
envisaged a key recovery system that would extend worldwide. This means
that a very large number of companies, LEAs, and TTPs must corporate in
order to succeed in their “mission”. However, considering only the numbers of
the involved people and organizations it is easy to understand that a
worldwide system is almost impossible (simply due to scaling issues).
Nowadays, millions of users every day use encrypted communications (i.e.
access secure pages via the Internet). Moreover, there are thousands of
products in the worldwide market that provide encryption. There are several
tens of thousands of TTPs and LEAs worldwide. It is hard to image the secure
and successful depositing of hundreds of billions of recoverable session keys
(for every encrypted telephone call, stored encrypted file, e-mail, web session)
[35]. Finally, the infrastructure to support and manage the system will be vast.
As a result of the overall magnitude of a worldwide key escrow system, it is
clear that a system is not viable.

Operational complexity: According to the U.S. government, a key escrow
system in order to provide good services must operate on a worldwide scale.
However, this requires a lot of complexity, not only due to the enormous
number of the entities involved, but also due to the number of the key
recovery requests - each of which requires a speedy response. The result is
that the system could be vulnerable to fraudulent key requests and keys might
be exposed to the wrong people. Consequently, there will be partial
compromises of the system. While a well designed system, well trained staff,
and technical controls can reduce the risks of a key escrow system (to some
extent), “the operational 